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ABSTRACT

Now we are living in the era of ICT and over a period of time it is found that the education sector have changed its
dimension from Guru-Shishya Parampara to class room teaching with the help of projectors or LED and now online
teaching classes or teaching through E-Education portals or Web Based E-Education (WBEL) like Google classroom,
Zoom, WebEx Meetings etc. Now the data security is the biggest issue in transferring any information or data through
the Internet. E-education should comprise secure Internet technology for communication. Thus security issues should
be added in the communication channel at any cost. In this paper, we have proposed an information security technique
based on elliptic curve cryptography (ECC) and genetic algorithm to protect E-education system. A new digital
signature mechanism (ECDSA)is introduced by integrating the concept of ECC, and integer theory that increases the
robustness of our proposed technique compared to existing techniques. The performance of our scheme is analyzed
through the security and privacy countermeasures against possible attacks. Different types of experimental results and
statistical analysis prove the working efficiency of our proposed technique that utilized in E-education system.

Keywords: ECC, Prime generator function, Genetic algorithm, Matrix operation, Digital signature.

to maintain confidentiality, integrity and
availability. Meanwhile, e-Education system
The recent pandemic situation proves the  demands a greater level of interoperability for
utility of e-education in modern education  applications and education environments in
system. At present e-education has changed the  heterogeneous systems. The authenticated E-
direction education sector in the world [24].  Education documents like education materials,
The three major criteria for e-education are certificates, and question papers, lecture
materials, mark  sheets  which  are
communicated from user to user and in such a

e Internet technology helps to distribute the casg_f_trgje e(;juciatlotngl 1gssets can be also
information to the end user. modified or destructed [15].

e Targeting a wide field of education. Classification of Risks in E-Education

1. Introduction

e Update, store, and exchange of
information and its distribution;

In any E-education system the core elements  The e-education systems classified by goals of
are the sharing of information, collaboration security computing integrity[33].

and interconnectivity via Internet. This system

should be protected against fraudulent in order

Tablel: Threats in E-education system and computing

SL. No. THREATS SECURITY SERVICES
1 An unauthorized party gaining access of the education assets | Authentication and
present. Confidentially.
2 An unauthorized party accessing and tempering with an asset used | Integrity
in E-education.
3 Denial of service : Prevention of legitimate access rights by disruptingwvailability and
traffic during the Transaction between user Confidentiality
4 Person’s denial of participation in any transaction of documents. Availability
5 Insecure cryptographic storage; insecure direct object reference; | Availability, Confidentiality
information leakage and improper error handling.
6 Buffer overflow; cross site request forgery; cross site scripting; | Integrity
failure to restrict URL access; injection flaws; malicious file.
7 Leakage of information by abusing communication channel. Availability, Confidentiality,
Integrity
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In response to these threats, researchers have
developed different types of solutions or
countermeasures to improve security in E-
education. At present e-education system
become more user-centered and more secure
with the help of new technologies such as
robust cryptographic algorithm, digital right
management, distributed firewall system,
biometric authentication, digital watermarking
etc.

Elliptic curve cryptography (ECC) was
introduced in the mid-1980s by Koblitz and
Miller [4] [14].1t is a promising alternative
process for cryptographic protocols based on
the discrete logarithm problem in the
multiplicative group of a finite field. ECC is
one type of public key cryptosystem like RSA.
ECC generates keys using the properties of the
elliptic curve equation. An elliptic curve is a
plane curve defined by anequation of the form

y?=x3+ ax + b ... (1), which is non-
singular i.e., it has no self intersections or
cusps. The curve is non-singular if the
discriminant 4a3® + 27b% # 0, which is called
the Weierstrass equation for an elliptic curve.
The elementsa, b, x and yare always belongs
to R, Q, Cor finite field F, where g = p™ with p
prime and n> 1. IfK is a field with a,b € k,
then the elliptic curve is said to be defined
over K. The point (x,y) on theElliptic curve
with x,y € k is called a K —rational point.The
elliptic curve E:y?=x3+ ax + bover R has
the following general form:

_/

=
f\
Figl. Elliptic curve over R [12].

Elliptic curve cryptography makes use of
elliptic curves in which the variables and
coefficients are all restricted to elements of a
finite field. Two families of elliptic curves are
used in cryptographic applications: prime
curves over Z, and binary curves over GF
(2™)We know that a finite abelian group can
be defined based on the set E, (a, b) provided
that (x3 + ax + b)mod p with condition (4a®
+27b?> ) modp # 0modp . The rules for

/
\

addition over E,(a,b) , correspond to the
algebraic technique described for elliptic
curves defined over real numbers.

For all points P, Q € Ep(a, b):

1.P+0 =P.

2. If P= (xp,yp), then P+ (xp,—yp) = 0. The
point (xp, —yp) is the negative of P, denoted as
—P.

3. If P= (xp,yp) and Q = (xq,y9) With
P# —Q, then R= P+Q= (xp, yr) is determined
by the following rules:

xp = (A* - xp —xp)modp and YR =
(A(xp — xg) — yp) mod pwhere

Yo rp modp if P+ Q

XQ—XP
A= 2 . (1)

3x“p—a . _

(—zyp )modp if P=Q

4. Multiplication is defined as repeated

addition [5].

Generic Procedures for ECC: Here sender and
receiver agree to some publicly-known data
items which are (1) the elliptic curve equation
(the values of a, b and the prime number p.).
The elliptic group is computed from the elliptic
curve equation and (2) a base point,B taken
from the elliptic group. Each user generates
their public and private key pair where private
key = an integer,x selected from the interval
[1,p — 1] and public key = product (Q) of
private key and base point (Q = x * B).

ECC provides the benefit like confidentiality,
integrity, authentication and non-repudiation
and it is used for its faster and efficient key
generation process. It speeds up encryption,
decryption and signature verification [13].

Genetic Algorithm: The genetic algorithm
(GA) is a randomized search and optimization
technique guided by the principle of natural
genetic systems. At present GA is applied in
various engineering fields. GA is a method of
finding a good answer to a problem, based on
feedback received from its repeated attempts at
a solution. The objective or fitness function is a
judge of the GA’s attempts. The GA goes
through the phases which are Evaluate, Select
and Mateand Mutate until some kind of
stopping criteria are reached. The GA performs
a multidirectional search by maintaining a
population of potential solutions. The
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population undergoes a simulated evolution; at
each generation the good solutions reproduce
and bad solutions omit [16] [19].

2. Literature Survey

Ratha Paresh et. al[l] has presented
anencryption/decryption technique where the
encryption key is generated from an arbitrary
matrix. A set of operations between the
generated key and original data block is
performed for encryption and vice-versa in
decryption. It is seen that the encryption
process can be done by modifying the arbitrary
matrix and multiple key can be generated for a
single data block.

In this paper [2], a new security algorithm
(combination of both symmetric and
asymmetric key cryptographic techniques) is
proposed for providing high security with
minimized key maintenance. The three
cryptographic primitives which are integrity,
confidentiality = and  authentication  are
maintained here. Authors have combined the
Elliptic Curve Cryptography (ECC) and
Advanced Encryption Standard (AES) to
provide encryption and decryption. XOR-
DUAL RSA algorithm is used for
authentication checking and Message Digest-5
(MD5) for maintaining integrity.

Rani Sheeba S.et. al. [3] have discussed about a
low-cost Public Key Cryptography (PKC)
based security approach for authentication,
digital signature etc. It is a software approach
using Elliptic Curve Cryptography (ECC) over
GF (2m ) in order to obtain stronger
cryptography using Koblitz curves and TNAF
(t- adic non-adjacent form) with partial
reduction modulo. Authors have examined the
mathematical concept behind the group of
torsion points. Authors have discussed about
the definition and implementation of discrete
logarithm problem using E(Fq) and also
showing how this technique can be used in
both encryption and key exchange protocols.
Das A. K. et. al. [6]have described about the
key things in any secure communication
between any two neighboring sensing devices
on the Internet of Things (l1oT) environment.
The key elements are secure device access
control in secure way (node authentication) and
key agreement protocol between devices. Here
the node authentication is done by using their

pre-loaded secret credentials in memory. In this
paper, authors have proposed a new certificate-
based lightweight access control and key
agreement protocol in the 10T environment that
utilizes the elliptic curve cryptography (ECC)
along with the collision-resistant one-way
cryptographic hash function.

In [9] the author has outlined a structure which
is basically identical to an LFSR except for the
delay elements being replaced by inverters.
The feedback positions are labeled by switch
values f;. If f;=1 then the switch is closed and
otherwise it is open. The switch values can be
represented more conveniently in terms of the
feedback polynomial which is given as follows.

f(x) = Xi—ofix*Where fo =f, = 1.

It is important that the oscillator is not stuck in
a single fixed rate. The FIGARO (Fibonacci-
Galois-Ring-Oscillator) TRNG design simply
XORs the output of a FIGARO oscillator with
the output of a Galois oscillator and samples
the XOR output. The author also introduces a
self-controlled LFSR for post-processing of the
output.

In[10] a PUF based key agreement scheme is
described for Internet of Things (IoT) which is
not wvulnerable  for  man-in-the-middle,
impersonation, and replay attacks. This scheme
also offers identity based authentication and
repudiation based onthe concept of elliptic
curve multiplications and additions.

Momeen Khan et al [36] focused on security
concerns and its solutions that can make the
education management system secure from any
possible potential threats and attacks.They
have proposed a complete multi-layered
security model that will provide a very secure
environment for any education management
system.

3. Our Contributions

Section land Section 2 of our article has
discussed about significance of e-education, its
threats and different types of cryptosystem,
techniques, and methods for improving
security in E-education system. Despite the use
of different types of cryptographic tools in
these techniques, there are still some loopholes
exists. Here we have emphasized on the
development of cryptosystem but utilizing the
benefits of ECC with soft computing for
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securing e-education system. The key features
of our scheme are given below:

c. Application of ECC, GA operators (two
points cross over operator) and fitness
function in key generation.

a. Information security based on elliptic curve - .
cryptography and soft computing used in d. D'gd'tall agna;t_ure based on ECC and
E-Education system. 20 ulo opera 't‘?”' del based i
b. Elliptic curve generation using prime €. ne\;\( encryption model based on matrix
number generator functions like Euler, operations.
Legendre, Honaker etc.
4. Flow Chart of Proposed Technique
USER-A USER-B

a and b as global variable & p is known by
only User-A & B. (only Digital Signature
purposes)

a and b as global variable& p is known by
only User-A & B. (only Digital Signature
purposes)

Secret Key Generation using ECC & GA. Via secure channel or Secret Key
key wrapping algo.

ﬂ

Message decryption using secret key

Sign Generation for Digital Signature

ﬂ

Encryption using Secret Key

Message Transmission frame
generation including message & sign.

A 4

ﬂ

Signature verification and
authentication

A

NO, Reject
Signature

YES, Accept
Signature

Fig2: Flow diagram of proposed technique

5. Proposed Methodology

Our proposed technique is divided into three
modules. Each module is described through
proper algorithms.The details are given below.

5.1 Module-1

Theory:This module focuses on secret key
generation based on ECC and genetic
algorithm. Here we have emphasized on
elliptic curve overZ,. For prime curve overZ,,
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we have used a cubic equation in which the
variables and coefficients all take on values in
the set of integers from O through p — 1 and
the calculation are performed on modulop .For
elliptic curve over Z,, we have limited
ourselves to equations of the form
y?=x3+4+ax +b, but in this case with co-
efficient and variables limited to Z,,.

y*modp = (x3 + ax + b)modp ... (1)

Now we have considered the set E,(a,b)
consisting of all pairs of integers (x,y) that
satisfy equation (1), together with a point at
infinity O. The coefficients a and b and the
variables x and y are all elements of Z, with
the condition 4a® +27b? # 0.Here we have
used two random values and a prime number in
elliptic curve generationonZz,.

We have taken n (2,4,8,...) number of points
from equation (1) to generate a key of size 4k.
Genetic two points cross over operator along
with afitness function (objective function) is
used for getting better result in key generation.
This secret key is transmitted to recipient end
through secure channel or via any key
wrapping algorithm. This secret key used for
encryption in e-education system.

Algorithm-1: (Secret Key Generation)
Mathematical Tools:(1) Two prime generator
functions such as fn_prmy() and fn_prm,()
with two Parameters,

(2) Genetic operator (Two point crossover
operator)

(3) Two linear function such as

fn_Iin1( ), fn_In2( ).

(4) Addition and Multiplicationw.r.t. elliptic
curve.

(5) Fitness function.

Input: Two real numbers.

Output:Secret key of size 4k.

Methods:

Stepl:Set a,b,m,pr, r,r, as integers and
poln[][], Enc_key [],Child_key [ ] as
array.

Step2: a«— real number; and b« real number,.
Step3: fori =0top {*p is the

number of population and even number*/}

Step4: T fn_in1(a,b) and
ry —fn_In2(a,b).
StepdS kg « fniprmi(rn, ) . ky,

fn_prmy(ry, 1) and ks«fn_prms(ry, r2).

{I* fn_prms() is generatedby adding 1
with the coefficients of the polynomial of
fn_prm,().*/}

Step6: Arrange k4, k,, k3 in ascending order
and a « kq, b « k, andpr « k;.
Step7: Generate points on the
curvek,, (a,b).

Step8: Take n number of different points from
E,. (a, b)such that for any point (x;,y;),x; # 0,
Vi # 0.

Step9: Arrange these n points in ascending
order on basis of values ofx;. Thus we have got
an array of

melements from these n points where m = 4k.
Stepl10: poln[i] [m] < melements from step8.
end for.

Now we have applied GA on poln[][] to
generate encryption key. Here we have used
two point cross over GA operator with afitness
function (objective function) on the population
(poln[][]) to generate best solution.The
function two_PtCrossOver () is used for two
point cross over on genetic materials. Here two
arrays are used as genetic materials (parent
chromosomes) for two point cross over in the
said function.In each time the
two_PtCrossOver ( )produces two arrays as
child chromosomes. The fitness function
(objective function) is used for getting bestkey
stream from child chromosomes based on
specific condition.

Stepll:forj=1top

Stepl2: Child_key1 [ ] — Call
two_PtCrossOver( poln[j][m],poln[j +
1][m]) and Child_key2|[] <« Call
two_PtCrossOver( poln[j][m],poln[j +
1][m])

{/* according to value of fitness function
Child_keyl [ ] or Child_key2 [] is used as
encryption key.*/}

elliptic

Stepl3:

Enc_key[] «

call fitns_fnc(Child_key1[ |)orcall fitns_fnc(Child_k
j=j+2

End for

Stepl4: End.

The Enc_key [ ]is the required secret key for
encryption-decryption purposes.

5.2 Module-2
Theory: This module focuses on a new digital
signature scheme based on ECC and hash
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function. Message authentication protects two
parties who exchange messages from any 3"
party. But it does not protect the two parties
against each other. In this situation where there
iIs not complete trust between sender and
receiver, something more than authentication is
needed. The digital signature is the most
popular solution to this problem.The digital
signature has the following properties:
1. It must verify the author and the date
and time of the signature.
2. It must authenticate the content at the
time of the signature.
3. It must be verifiable by the 3" party, to
solve the disputes.
Thus the digital signature function includes the
authentication function.
Digital Signature Requirements:
a. The signature must be bit pattern that
depends on the message being signed.
b. The signature must use some
information unique to the sender to
prevent both forgery and denial.
c. It must be relatively easy to produce the
digital signature and also easy to verify.
d. It must be computationally infeasible to
forge a digital signature.

Elliptic curve digital signature algorithm
(ECDSA) is enjoying increasing acceptance
due to the efficiency advantage of ECC, which
yields security comparable to that of other
schemes with a smaller key bit length.

Here user-A and user-B both generate same
ECC structure at the same time based on global
parameters and prime number. So no data
transmission is required before signature
generation.After signature generation only
verification data is transmitted with cipher text.
Algorithm-2:(Digital Signature Generation and
Authentication)

Mathematical Tools:

1. Prime number generator function.

2. XOR and modulo operation.

Input:Two real numbers which are treated as
global domain parameters.

Output: Signature verification.

Methods:
The two real numbers a &b are sent from user-
A to user-B via public channel. Using prime
generator function the prime number p is
generated and the required ECC is created in
both sides.

USER-A USER-B

Step-1 a,b & pWhere a & b are open to all butp is not | a, b & pWhere a & b are open to all but p is not open
open to all. to all.

Step-2 Select a pointu in ECC and send to the user-B | Select a pointv in ECC and send to the user-B through
through public channel. public channel.

Step-3 Calculate k; = orderO0f ( u ) & k,=| Calculate k; = orderOf (u) &k, = orderOf (v)
orderOf (v)

Step-4 Now (p+1) is even number and can be expressed | Now (p+1) is even number and can be expressed in the
in the form (2*m) with m odd i.e.,, 2¢ is the | form (2¢m) with m odd i.e., 2¢ is the largest power of
largest power of 2 that divides (p+1). 2 that divides (p+1).

Step-5 Calculate G = (u +v) *m Calculate G = (u+v) *m

Step-6 Let G=(X,Y)and r = X mod a Let G=(X,Y)and r = X mod a

Step-7 e = Hash(msg)Where msg is the message to be
send.

Step-8 S=(e @ r)mod (k; + k)

Step-9 Create a format Decrypt the message using secret key and calculate
| Encrypted message |S | > e = Hash (msg)

This is sent to the user-B where S is used as

signature part.
Step-10 Calculate S = (e @ r) mod (k; + k;)
Step-11 Compare Sand S™ and verify.

In e-education system User-A and User-B may
be students, teachers, academic official staffs
etc.

5.3 Module-3

Theory:This module has described about a
novel encryption and decryption model based
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on Matrix operations. Here we have used a
matrix function that takes secret key and block
of plain text as input and producesblock of
cipher text. The whole plaintext is divided into
n numbers of block. The size of each block is
equal to the size of secret key.The key size is
4k. If there is some remaining bytes exist for
plain text then it may be 1 to (key size-1) bytes.
So operations in this last block are not same as
that of the previous blocks.The details
descriptions are given below.

Algorithm-3: (Encryption & decryption)
Mathematical Tools:

a. XOR operations.

b. Matrix Elementary Transformations:
Interchange any two rows and columns of
matrix.

c. The following algorithm is only for one
block. If there are n number of blocks of plain
text then this algorithm should apply n times.

Input:Multiple block/blocks of Plain text.
Output: cipher text.

Methods:
Stepl: Let skey [r] [4], plt [r] [4], resl [r]
[4],res2 [p], rmn_plt [p], cipherT,len as integer.
Step2: exky[4]={(skey[1][1]+1)H,
(skey[1][2]+2)H, (skey[1][3]+3)H,
(skey[1][4]+4)H}{/*H for Hex number*/}
Step3: call matrix_function( skey, plt).
Step4: end.
Procedure:
matrix_function( secret key, plaintext)
Stepl: fori=1tor  {/* r is the number of
rows of secret key*/}

for j=1to 4

res1 [i] [i] = skey[i] [i] @ plt[i] [i]

end for

end for
Step2: fori=1ltor

for j=1to 4

resl [i] [j] = exky[i]@D resl [j] [i]

end for

end for

{/* elementary operation on resultant
matrix for cipher text generation*/}
Step3: resl[r] [4] <— ( R®> R, ) resl [r]
[4] and resl [r] [4] <« ( C3 C, ) resl [r]
[4]
{/* encryption of remaining part of the plain
text /*}

Step4: Set len « get length (rmn_plt[ ])

/ rmn[p]
represents remaining part of the plain text*/}
Step5: tmp key [len] <« call extract Key
(skey[r] [4], len)  {*/ first len number of
values are extracted from s key [r][4] which is
equal to length of remaining plain text*/}
j0
for i=1to len

res2 [i] = tmp_key[i] @&rmn_plt [i] Dexky
[++]

if (j==4) then j«0
end for

Step6: cipherT =resl [][] + res2 [].
Step7: End.
So cipherT is the required cipher text which is
generated from plain text. This cipher text is
transmitted to the receiver end through wireless
channel. A frame format is used for ciphered
message transmission which is discussed in
algorithm-2, step-9. The format is given below.

Ciphered message S

S is taken from module2 which is used for
signature verification purposes.

Decryption: The decryption process is just the
reverse of encryption process. The details of
the process are given below.

Algorithm 3.1 (Decryption Process)

Input: secret key, ciphertext.

Output: Plaintext.

Method:

Stepl: Separate the n number of blocks and
remaining parts.

Step2: Xor operation is done between exky []
and blocks and remaining parts of cipher text.
Step3: Matrix elementary operation ( R, &
Ry)and (C; « C,) is done on resultant
matrix (i.e., block) of Step2.

Step4: Xoroperation between secret key and
resultant matrix (i.e., block) of step3.

Step5: Plain text generation.

Step6: end.

6. Experimental Results& Discussions
In this section, we have performed several
experiments and tests to evaluate the security
and robustness of our proposed technique.We
have performed all the experiments using
Cryptool interface.
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6.1 Statistical Tests & Randomness Tests:

A. Autocorrelation Analysis:

Autocorrelation or serial correlation tests
[20] [22] [23] describe the correlation
amongst numbers and compares with the
pattern correlation to the expected
correlation of zero. The evaluation of
autocorrelation is used for locating
repeating  styles. In  statistics, the
Autocorrelation or serial correlation of a
random manner is the Pearson correlation
among values of the system at different
instances. The mathematical formulation

for Pearson correlation system is given
beneath.
2 (=D yi=Y)

r= (1)
,ngz1(xi -202VEN  (vi—y)?
For autocorrelation, this coefficient is

computed between the time collection and the
identical time series lagged

by means of detailed range of periods. Here
only graphical representation is given for our
technique. The

following figures show the autocorrelation
between plain texts and cipher texts with same
key.

Secret Key: - Ab@9732381
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Fig3: Autocorrelation analysis of proposed scheme

B. Serial Test for Randomness:

The serial take a look at [17][21][30] and chi-
rectangular check[29] are comparable on
frequency. The distinction is that the chi-square
relative frequency take a look at examines
whether or not or no longer man or woman
values are consistent with a uniform
distribution and the serial take a look at
examines whether or not sequential and non-
overlapping pairs of random numbers have a
uniform distribution. This test focuses on
frequency distribution of pairs of samples. The
random numbers are grouped right into a quite
small quantity of businesses by using the usage
of serial check. The random numbers from the
generator are mapped right into a quite small
amount of remarkable integer values from 10
to 181 by means of way of the modulo feature

[31]. With those numbers of distinct values, the
huge style of agencies additionally is
affordable, from one hundred to 32,761. A chi-
square cost checks different pairs are similarly
possibly values. The mathematical formulation
is given below.

T, = == ((M00Y>+(MO1)? + (M10)>+(M11)?) —
%((M0)2+(M1)2) +1..(2)

Where M00 : number of 00’s in the key
stream. M11: Number of 11’s in the key
stream. M01: Number of 01’s

in the key stream. M10: Number of 10’s in the
key stream. M: Total size of key stream. The
following table2

and figure4 shows the randomness of generated
key by our cryptosystem.

Table2:Serial test data of our scheme

Key size (bits) | Serial test of our | Test on key by Test on key by | Test on key by
scheme PRNG TRNG FIGARO
56 4.0016 4.0636 4.1352 3.9831
64 4.1120 4.0973 4.1872 4.1092
128 4.1765 4.1643 4.2021 4.2043
192 4.2147 4.1892 4.4454 4.1998
256 5.0103 5.0183 5.0090 4.2102
328 5.1971 5.2201 5.1066 4.2206
416 5.6782 5.5705 5.1331 4.2564
1024 8.0098 8.1010 5.3050 4.3020
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Serial Test
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a4 — = Serialtest of our scheme
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I G R A R S
Key Size( Bits)

Fig4: Graphical representation of tablel.

C. Information Entropy:

Entropy measures have gained widespread use
in the analysis of complex real-world data. The
term “entropy” first originated in the field of
thermodynamics and can be interpreted as the
amount of information needed to completely
specify the physical state of a system. A very
orderly and regular system has a low entropy
value.

A high entropy score indicates a random or
chaotic series, whereas a low score indicates a
high degree of regularity.

Entropy measures:

Sample Entropy (m,r) : SampEn is calculated
based on the negative natural logarithm of the
conditional probability with m length dataset.
It is given that it has repeated itself for m
points (within a tolerance limit r that is
commonly based on the standard deviation of
the data) and also for (m+1) points. SampEn
can be calculated using the following formula:

SampEn= —log%, where A is the number of

pairs of vector subsets of length m+1 which
has a distance function less than r, while B is
the number of pairs of vector subsets of length
m which similarly has a distance functions less
than r [26] [32].

Permutation Entropy (n): It is used to check the
presence of noise in real world data. For a time
series {xy,x,, ..., xy_1} this entropy algorithm
splits the data into overlapping n-tuples, where
n is the embedding dimension. Each n-tuple is
then sorted in ascending order. Now this sorted
tuple generates m (permutation type) according
to the ordering of the sorted data. There will be
n! Possible permutation types according to
embedding dimension n. The relative

frequency p (m;) is determined for eachm;, for
1<i<n! , according to the following equation

[33]:
_numberofoccurrencesoftyper;
P (ni ) B N—-n+1 '

The permutation H(n) is then calculated as
follows:

H ) = =X p(rylog p (my).
Where 0< H(n) < logi{n!). Here 0 indicates a
series that is Monotonically increasing or
decreasing and log n! Indicates a completely
random series. When experiment
Occur, H(n) is rescaled by dividing by log n!
thus normalizing H(n) to return values
between 0 and 1 with 0
Indicating highly regular data and 1 indicating
maximal entropy[27].
Permutation Test (t):The permutation test is
done for test of randomness. It is performed by
first partitioning the original timeSeries into
groups of t elements. When the original time
series is not perfectly divisible by t, the
remaining data points are discarded. The
ordering of the element indices are obtained
from the sorted elements of each group. In each
group the possible orderings is t! Now the chi-
square test can then be performed with t!
categories and the probability of each distinct
ordering is 1/t! The chi-square statistic is
interpreted as the distance from the expected
value given by the null hypothesis and the
uniformly
distributed input data. Thus a high value
indicates a high degree of regularity and a low
value indicates a high likelihood of the null
hypothesis being true[28].
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The main difference between permutation test

and permutation entropy is that the partitions in
the

permutation test do not overlap, and the
permutation entropy algorithm calculates H

(n).

Table3 (a): comparative data analysis on Uniform (0, 1) series

T.wal | T.val | Tval | Tval | T.val | Toval | Toval | T.val | T.val | T.val
1 -2 3 4 5 6 7 8 9 10
Sample Entropy 0.73 {041 | 050 | 056 | 095 |0.61 |048 |0.84 |1.14 | 0.64
Permutation Entropy | 1.20 | 0.40 | 0.72 | 0.58 | 1.0 0.88 | 0.60 | 0.54 | 0.69 | 0.51
p test 052 | 098 |0.63 |0.73 | 082 | 042 | 0.77 | 059 |0.64 |0.97
Table3 (b): comparative data analysis on Gaussian (0, 1) series
T.wal | T.val | Tval | Tval | T.val | Toval | Toval | T.val | T.val | T.val
1 2 3 4 5 6 7 8 9 10
Sample Entropy 0.43 | 041 | 059 | 056 | 1.3 061 | 041 | 074 | 1.1 0.65
Permutation Entropy | 1.00 | 0.92 | 0.73 | 0.63 | 0.41 | 0.83 | 0.62 | 0.52 | 0.89 | 0.44
p test 0.61 | 0.78 | 0.83 | 045 | 054 | 044 | 093 | 061 |0.64 |0.71
Uniform(0,1) series Gaussian(0,1) series
1.4 1.4
1.2 1.2 A
1 - 14
0.8 _w —Sample | 0.8 —>% A —Sample
0s LTI NGLA  Ewoy| 06 TEUAGHEN B
0.4 - ——— Permuta 8‘2l i = Permutation
0.2 Entropy 0 S, Entropy
N M <N O N0 OO p-tESt EEEI?@EEE@ p'IGSt
SEEEEEEEES FEEEREERERD
|

Fig5 (a): Graphical representation of table 6(a)

table 6(b)

Observations: Tables 3 (a), 3 (b) & Figures
5(a), (b) above show the comparative data
analysis and resulting scores of Sample
entropy, Permutation entropy and the
permutation test chi-square statistic. For better
comparison, all scores for the various metrics
are rescaled in between 0 and 1.4. In addition,
the inverse of the natural log is applied to the
chi-square statistic from the permutation test.
This was done to invert the plots to better
correspond with the interpretation of the
entropy measures, i.e. a high value corresponds
to low regularity and a low value correspond to
high regularity.

Figb (b): Graphical representation of

D. Key Sensitivity & Avalanche Effect:

An ideal encryption technique should be
sensitive with respect to the secret key i.e. a
single bit change in the secret key should
produce a completely different cipher text. For
testing the degree of key sensitivity of the
proposed encryption procedure, we have
performed the encryption process in the files
(.txt, .docx, .pdf etc) with slight changes in the
secret key. The avalanche effect is shown
below only for changed secret key. The
following table4 and graph (Fig.6) shows the
total scenario of avalanche effect of our
proposed scheme [35].
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Table4: Avalanche effect on secret key

Key Total number of added | Total number of deleted | Total number of changed
characters characters characters

Ab@9732381 | 2526 1545 2543
(Original key)
Eb@9742382 | 3216 3010 2262
AB@97323&0 | 3724 2938 2371
An#9732387 3908 3376 2287
ab@3733381 3619 3630 2418
AB%97X2381 | 4162 4145 1492
Ab@9*()381 3595 3748 2104
Mb@8742381 | 3878 3825 2215
AbC973271 4125 4051 2129
Sc$9732381 4001 4098 2062

4500

4000

3500

3000 =& Totalnumb er of

2500 44 added characters

2000 / —  —#—Totalnumber of

1500 - J deleted characters

Total numb er of
1000 changed characters
500
0 T T T T T T T T T 1
1 2 3 4 5 6 7 8 9 10

Fig6: Graphical analysis on table3.

6.2 Attacks Analysis:

Brute Force Attack:

A brute force attack (or exhaustive search) is a
cryptographic hacking that uses trial-and-error
method to guess possible combinations for
secret keys used for logins, encryption keys, or
hidden web pages[18]. We can defend against
the brute force attack in the following ways:

a) Increase key length

b) Increase key complexity

c) Limit login attempts

d) Use multifactor authentication.

In this article we have used secret key for
encryption and decryption and we have focused
on key length and key complexity. In our
scheme a complex key generation process is
used to generate secret key. It is also seen that
brute force attack is infeasible in case of large
key space. In this attack, attacker uses every
possible keys to translate the cipher text into
plain text. On average, half of all possible keys

are enough for deciphering the text. Here
algorithms are known to all but if it uses large
key space then brute-force attack will
impossible. An example is given below.

At present the fastest super computer is Fugaku
(Japan)with HPC technology having speeded
415.5 peta FLOPS i.e., 415.5X 10% floating
point operations per second. Let us consider
each trial requires 3000 FLOPS to complete
one check. So number of trials complete per
second is: 138.05x10'2 . The number of
second in a year is: 36524 %60 %60 =
3153600 sec.Now from the above key space
the formula for break the key is 2%/ (138.05
10?2 % 3153600) =Y,Y denotes number of
years. So if k increases then Y increases
(k oo Y) thus for large key length it is difficult
to break the key. A cipher text with such a long
key space is sufficient for reliable practical use.
This proves that a key with longer length is
sufficient enough to overcome the brute force
attack.

Sept. 2021

678

www.viirj.org



Vidyabharati International Interdisciplinary Research Journal 13(1)

ISSN 2319-4979

Confidentiality Attack:

This attack tries to expose or disclose the
confidential data to unauthorized persons. This
may be transfer of e-contentsto the
unauthorized persons and as a result hacker can
modify e- contents. Example includes: Group
session  eavesdropping, Group identity
disclosure [34]. Strong encryption and
authentication protocol should to be used to
counter confidentiality attack.

6.3 Performance Analysis & Comparison:

In this section we have discussed about the
performance metrics of our scheme w.r.t
security strength of encryption key.

Encryption Key Security Strength: -In this
section we have discussed about the security
strength metric of encryption key. It is an
important metric to analyze the proposed key
generation method. Here we have proposed
architecture of soft computing based key

generation to provide high security to sensed
data and to protect data against malicious
users. The security strength metric is measured
with respect to key size [25].

The security strength metric is evaluated to
measure the security level of the proposed key
generation technique in any platform like
telehealth sector, cloud computing, big data,
data warehouse etc. The proposed security
method achieves better security strength than
the existing hardware based methods and
software based methods. This superiority of the
proposed method can be attributed to the
proposed highly secure encryption key
generation technique for sensed data. Figure
7&8 depicts the comparison of security with
different hardware based and software based
security schemes for sensitive data encryption
and transmission. Hence, the proposed key
generation technique achieves maximum
security strength than other existing scheme.
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Comparison among different techniques:Here we have described a comparative study among
different techniques through the following table5.

Table5: Comparison w. r.t. different attributes among different techniques.

Attriputes Ref. Ref. Ref. Ref. Ref. Ref. Ref. Ref. Proposed
f [6] [7] [8] [10] [11] [31] [32] [36] Technique

Confidentiality Yes No Yes No Yes Yes Yes No Yes
Integrity No No Yes No No Yes No No yes
Authenticity Yes Yes No Yes No Yes Yes Yes Yes
Defend against Man-in — | No No Yes Yes No No Yes No Yes
middle attack

Defend against replay attack | Yes Yes No Yes No No No Yes Yes
Cryptanalysis No No Yes No Yes Yes No Yes Yes
Session key establishment Yes Yes No No Yes Yes No Yes Yes
Privacy Protection Yes No Yes No Yes No Yes Yes Yes
Vulnerability No No Yes No Yes No Yes No Yes

7. Conclusions

The E-education system has taken an important
role in the modern teaching and education
process. In pandemic situation this system is
massively used among universities, colleges,
and schools for different academic purposes
and as a result security problems have come as
vital issue. In this paper, we have presented
architecture of cryptosystem for giving security
in e-education system. Our cryptosystem is

based on ECC and genetic algorithm with
minimal computational overhead. A new
digital signature protocol is introduced using
integer theory, and ECC. We have introduced
the  concept of elementary  matrix
transformation in case of data encryption and
decryption. Different types of statistical
analysis, attack analysis, performance test and
comparative analysis are done to prove the
efficacy of our proposed cryptosystem in e-
education system.
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