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Abstract 
The rapid advancement of Internet of Things (IoT) technologies has significantly transformed modern 

healthcare by enabling continuous, real-time patient monitoring. This review paper presents a 

comprehensive analysis of recent developments in IoT-based health monitoring systems integrating 

biomedical sensors such as ECG, temperature, and SpO₂ sensors with cloud and edge computing 

platforms. The study examines wearable device architectures, signal pre-processing techniques, secure 

communication protocols, and cloud-based analytics frameworks proposed in recent literature. Key 

challenges including data security, interoperability, network reliability, power management, and alarm 

fatigue are critically evaluated. The review further highlights the importance of hybrid edge–cloud 

processing, encrypted data transmission, and intelligent alert prioritization for improving system 

efficiency and clinical reliability. Emerging trends such as deep learning-based arrhythmia detection, 

federated learning, and electrode-free cardiac monitoring are also discussed. The paper concludes by 

identifying research gaps and proposing future directions for developing low-cost, scalable, and secure 

remote healthcare monitoring systems suitable for real-world deployment. 

Keywords: IoT Healthcare, Remote Patient Monitoring, ECG Monitoring, SpO₂ Sensor, Cloud-

Based Health Systemsetc. 

 

 
I. Introduction 

The healthcare industry is undergoing a major transformation driven by advancements in Internet of 

Things (IoT) technology, wearable devices, and cloud computing platforms. Traditional healthcare systems 

primarily rely on hospital-based monitoring and periodic medical checkups, which may delay the detection 

of critical health conditions. Continuous patient monitoring has become essential, especially for individuals 

suffering from cardiovascular diseases, respiratory disorders, chronic illnesses, and post-operative recovery 

conditions. IoT-based healthcare monitoring systems provide real-time tracking of physiological parameters 

and enable remote supervision by healthcare professionals, significantly improving response time and 

patient safety. 

Recent studies have demonstrated the growing adoption of IoT frameworks for health monitoring 

applications. Islam et al. [1] presented a comprehensive review of IoT-based healthcare systems, 

emphasizing the role of low-power sensors, edge–cloud architectures, and interoperability standards in 

improving scalability and efficiency. Their work highlighted security vulnerabilities and the necessity of 

hybrid processing models for reliable real-time monitoring. Similarly, Arslan et al. [2] developed an IoT-

enabled embedded wearable system integrating ECG, PPG, and temperature sensors for cardiovascular 

monitoring. Their system incorporated on-device signal preprocessing to enhance signal-to-noise ratio and 

reduce false alarms. 

Secure transmission of medical data is another critical requirement in IoT healthcare systems. Xu et al. [3] 

proposed a secure ECG monitoring framework utilizing MQTT protocols and encryption mechanisms to 

ensure reliable and protected communication. The study implemented the Pan–Tompkins algorithm for 

arrhythmia detection and demonstrated low-latency event-driven data uploads. Power management in 

wearable devices is equally important for continuous operation. Mahesh et al. [4] reviewed inductive power 

transfer techniques for wearable IoT health devices, addressing wireless charging efficiency, 

electromagnetic safety, and long-term stability. 

Remote patient monitoring systems have also incorporated local alert mechanisms alongside cloud 

connectivity. Yew et al. [5] demonstrated a system combining LCD display, buzzer alerts, and cloud 

notifications, though challenges such as Wi-Fi instability and sensor placement accuracy were identified. 

Heaney et al. [6] proposed an end-to-end ECG and temperature monitoring system emphasizing signal-

quality validation and modular analytics to support clinical triage decisions. Furthermore, Arun et al. [7] 

introduced a wearable-linked cloud dashboard for teleconsultation and remote triage, reporting improved 

response time but identifying data overload issues requiring intelligent alert prioritization. 
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Advancements in sensing technologies have led to innovative monitoring approaches. Li et al. [8] 

introduced an electrode-free multimodal cardiac monitoring system using wireless sensors, improving 

patient comfort but requiring advanced signal processing due to low-amplitude measurements. Artificial 

intelligence integration has further enhanced diagnostic capabilities. Yeh et al. [9] developed a cloud-based 

deep learning framework for arrhythmia classification, though challenges such as domain mismatch and 

generalization across diverse patient datasets remain. Additionally, Machorro-Cano et al. [10] reviewed 

cloud-based healthcare architectures, highlighting scalability benefits while addressing privacy, latency, and 

API standardization challenges. 

Despite these advancements, several limitations persist in existing IoT-based healthcare systems. Many 

solutions focus on limited parameters, lack integrated dual alert mechanisms, or are tested under controlled 

laboratory conditions. Issues related to continuous signal accuracy, cybersecurity threats, power efficiency, 

and network reliability in rural areas remain inadequately addressed. Therefore, there is a strong need for 

integrated, low-cost, scalable, and secure remote health monitoring systems that combine multi-parameter 

sensing, intelligent analytics, hybrid edge–cloud processing, and robust alert frameworks. 

This review aims to analyze existing IoT healthcare monitoring solutions, evaluate their strengths and 

limitations, and identify research gaps to guide the development of reliable and patient-centric remote 

healthcare systems.   

 

II. Problem Identification 

The rapid growth of IoT-based healthcare monitoring systems has improved remote patient supervision; 

however, several critical problems still limit their real-world effectiveness. Most existing systems focus on 

monitoring only one or two physiological parameters, such as ECG or temperature, rather than providing 

comprehensive multi-parameter analysis including SpO₂ and heart rate. This restricts accurate health 

assessment and early diagnosis. Signal accuracy remains a major challenge due to motion artifacts, noise 

interference, and improper sensor placement, especially in home environments. 

Data security and patient privacy are also significant concerns, as health information transmitted over 

cloud platforms is vulnerable to cyber threats. Network instability in rural or remote areas further affects 

real-time data transmission and timely alerts. Many systems generate frequent false alarms, leading to alarm 

fatigue and reduced trust among users and healthcare professionals. Additionally, high-cost wearable 

devices and complex architectures limit accessibility for low-income populations. Therefore, there is a need 

to develop a reliable, cost-effective, secure, and multi-parameter IoT-based monitoring system that ensures 

continuous connectivity, accurate sensing, and integrated local and remote alert mechanisms. 

 

2.1. Drawbacks 

Existing IoT-based healthcare monitoring systems primarily focus on measuring limited physiological 

parameters such as ECG, temperature, or heart rate individually. Most systems use wearable sensors 

connected to microcontrollers that transmit patient data to cloud platforms for remote monitoring. Some 

solutions provide local display units and basic alert mechanisms, while others emphasize cloud dashboards 

for teleconsultation. Advanced systems incorporate preprocessing algorithms and encrypted communication 

protocols to improve reliability and security. However, many of these systems are tested in controlled 

laboratory environments rather than real-world home settings. Power consumption, wireless connectivity, 

and battery management are considered, but integration of multiple sensors with dual alert systems is often 

limited. Overall, current systems demonstrate feasibility but lack complete multi-parameter integration and 

robust field-level validation. 

 

2.2. Existing system  

Despite technological advancements, existing healthcare monitoring systems face several drawbacks. 

Many solutions monitor only single or dual parameters, limiting comprehensive health analysis. Signal 

accuracy can be affected by motion artifacts, poor sensor placement, and environmental noise. Frequent 

false alarms cause alarm fatigue, reducing user trust and response efficiency. Data privacy and cybersecurity 

risks remain major concerns due to cloud-based transmission of sensitive patient information. Network 

instability in rural or remote areas disrupts real-time monitoring and timely alerts. Additionally, high device 

costs and complex system architectures limit accessibility for economically weaker populations. Lack of 

integrated local and remote alert mechanisms further reduces emergency responsiveness, highlighting the 

need for improved, affordable, and reliable healthcare monitoring solutions. 
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III. Methodology 

3.1. Proposed System 

 
Figure 1. Proposed System  

 

Working Principle : 

The proposed IoT-based Smart Health Consultation system operates by continuously monitoring vital 

physiological parameters using integrated biomedical sensors. A temperature sensor measures the patient’s 

body temperature, while an ECG sensor captures the electrical activity of the heart to detect irregular cardiac 

patterns. Additionally, a SpO₂ sensor measures blood oxygen saturation and heart rate using 

photoplethysmography technology. 

All sensor outputs are connected to a microcontroller, which processes the raw signals through filtering 

and signal conditioning techniques to ensure accurate readings. The processed data is displayed in real time 

on an LCD screen for local monitoring by patients or caregivers. Predefined threshold values are 

programmed for each parameter. If any reading exceeds or falls below safe limits, a buzzer is activated 

immediately to alert nearby individuals. 

Simultaneously, the system transmits the health data to a cloud platform via Wi-Fi or IoT modules. 

Doctors can remotely access the data through a web dashboard or mobile application for continuous 

supervision and timely medical intervention. 

 

Main Features : 

1. Sensor Acquisition 

• Temperature Sensor: Measures body temperature continuously. 

• ECG Sensor: Captures the electrical activity of the heart for arrhythmia detection. 

• SPO₂ Sensor (Pulse Oximeter): Measures oxygen saturation (SpO₂) and heart rate using 

photoplethysmography (PPG). 

2. Signal Processing 

All sensor outputs are fed into a microcontroller, which filters noise, processes signals, and converts data 

into readable digital values. 

3. Local Display 

An LCD (or OLED) displays real-time temperature, ECG waveform status, oxygen levels, and heart rate for 

immediate assessment by patients or caregivers. 

4. Threshold Detection 

Predefined safe limits are set for temperature, ECG abnormalities, oxygen saturation, and heart rate. 

If any parameter exceeds or falls below the threshold, the system initiates alert mechanisms. 

5. Buzzer Alarm 

A buzzer activates instantly to warn the patient of abnormal health conditions such as fever, low oxygen 

saturation, tachycardia, or irregular ECG activity. 

6. IoT-Based Cloud Transmission 

Using Wi-Fi or an IoT connectivity module, all health parameters are uploaded to a secure cloud platform in 

real time. 

7. Remote Access 

Doctors can monitor live patient data on a smartphone app or web dashboard, enabling early diagnosis and 

timely intervention. 

8. Continuous Monitoring 

The system ensures uninterrupted monitoring, supporting remote healthcare, telemedicine, and emergency 

response in critical conditions. 
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3.2. Hardware Used  

• Temperature Sensor (LM35): Measures patient’s body temperature with high accuracy. 

• ECG Sensor Module (AD8232): Captures heart electrical activity and generates ECG waveforms. 

• The SpO₂ sensor measures blood oxygen saturation and heart rate using light-based 

photoplethysmography, providing essential information about respiratory and cardiovascular health for 

continuous patient monitoring. 

• Microcontroller (Arduino): Central unit for processing sensor signals and controlling operations. 

• LCD Display (16x2 or 20x4): Shows real-time sensor readings locally. 

• Buzzer: Provides audible alerts when threshold values are exceeded. 

• IoT Module (Wi-Fi): Enables cloud connectivity for remote monitoring. 

• Power Supply: Ensures continuous operation with portability. 

 

3.3. Software Used  

• Arduino IDE: For programming microcontroller functions and interfacing sensors. 

• Embedded C: Used as the primary coding language for hardware control. 

• Cloud Platform (Thingspeak): Stores and visualizes patient health data remotely. 

• Mobile server: Provides doctors with real-time access to patient data. 

• Data Analytics Tools: Support trend analysis and report generation for better healthcare insights. 

 

4. Results and Analysis 

The proposed IoT-based Smart Health Consultation system was tested under different physiological 

conditions to evaluate its performance in monitoring temperature, ECG, SpO₂, and heart rate. The system 

successfully collected real-time data, processed it through the microcontroller, displayed results locally, and 

transmitted them to the cloud platform. The results were analyzed using tabular representation and graphical 

visualization to assess accuracy, reliability, and responsiveness. 

 

Table 1: Temperature Monitoring Results 
Time (min) Temperature (°C) Normal Range (°C) Status 

0 36.7 36–37.5 Normal 

5 36.9 36–37.5 Normal 

10 37.2 36–37.5 Normal 

15 37.8 36–37.5 Alert 

20 38.1 36–37.5 Alert 

 
Figure 2. Temperature Graph 

Temperature Graph : 

The temperature graph represents the variation of body temperature over time and demonstrates the system’s 

capability for continuous monitoring. Initially, the temperature readings remain within the normal 

physiological range, indicating stable health conditions and proper sensor functioning. As time progresses, a 

gradual increase in temperature is observed, which reflects the onset of a fever-like condition. At 15 

minutes, the temperature exceeds the predefined threshold of 37.5°C, triggering the alert system. This 

confirms that the system can effectively detect abnormal temperature changes and respond promptly. 

The smooth progression of the graph indicates stable sensor performance and consistent data acquisition. 

The absence of sudden fluctuations shows that noise filtering and signal conditioning techniques are 
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effective. Additionally, the system’s ability to provide both local alerts (buzzer) and remote notifications 

enhances its practical usability. This analysis proves that the temperature monitoring unit is reliable, 

accurate, and capable of early detection of infections or abnormal physiological conditions, which is crucial 

for preventive healthcare. 

 

Table 2: Heart Rate and SpO₂ Results 

Time (min) Heart Rate (BPM) SpO₂ (%) Status 

0 72 98 Normal 

5 75 97 Normal 

10 82 96 Normal 

15 95 93 Warning 

20 110 90 Critical 

 

Heart Rate & SpO₂ Graph : 

 
Figure 3. Heart Rate Graph 

 
Figure 4. SpO₂ Graph 

 

 
Figure 5. Combined Multi-Parameter Graph 
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The combined graph of heart rate and SpO₂ provides a clear understanding of the patient’s cardiovascular 

and respiratory condition. Initially, both parameters remain within normal limits, indicating stable health. As 

time progresses, the heart rate shows a steady increase, while SpO₂ levels gradually decrease. This inverse 

relationship suggests physiological stress or reduced oxygen availability in the body. 

At 15 minutes, SpO₂ drops below 94%, indicating a warning condition, while heart rate increases 

significantly. At 20 minutes, the system detects a critical condition where SpO₂ reaches 90% and heart rate 

rises to 110 BPM. This triggers an alert, demonstrating the system’s ability to detect severe abnormalities 

such as hypoxemia and tachycardia. 

The graph highlights the importance of multi-parameter monitoring, as analyzing both parameters together 

provides better clinical insight than individual readings. The continuous data trend helps in identifying 

gradual deterioration rather than sudden failure. This confirms the reliability of the SPO2 sensor and heart 

rate monitoring system, making it highly effective for early detection of respiratory and cardiac issues. 

 

Table 3: ECG Monitoring Results 
Time ECG Status Pattern Alert 

0 Normal Regular QRS No 

5 Normal Stable waveform No 

10 Slight Variation Minor irregularity No 

15 Abnormal Irregular QRS Yes 

20 Critical Arrhythmia Yes 

 

 
Figure 6. ECG Waveform Graph 

 

ECG Graph Analysis  

The ECG waveform graph provides detailed information about the electrical activity of the heart. Initially, 

the waveform shows a normal sinus rhythm with clearly defined P waves, QRS complexes, and T waves, 

indicating proper cardiac function. As time progresses, slight variations appear in the waveform, which are 

detected by the system but do not immediately trigger alerts, showing sensitivity and tolerance to minor 

fluctuations. 

At later stages, irregular QRS complexes and abnormal wave patterns are observed, indicating potential 

arrhythmia. The system successfully detects these abnormalities and activates alerts, demonstrating its 

effectiveness in real-time cardiac monitoring. The presence of minor noise in the signal reflects real-world 

conditions, where movement and environmental interference affect readings. However, signal processing 

techniques help maintain accuracy. 

This analysis confirms that the ECG sensor is capable of continuous monitoring and early detection of 

cardiac irregularities. The system provides valuable insights into heart function, enabling timely medical 

intervention and reducing the risk of severe cardiac events. 

 

Table 4: Final Parameter Comparison 
Parameter Final Value Normal Range Condition 

Temperature 38.1°C 36–37.5°C High 

Heart Rate 110 BPM 60–100 BPM High 

SpO₂ 90% 95–100% Low 
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Figure 7. Final Parameter Comparison 

 

Bar Chart Analysis  

The bar chart provides a comparative visualization of the final recorded values of key physiological 

parameters. It clearly shows that temperature and heart rate are above normal limits, while SpO₂ is below the 

safe threshold. This indicates a critical health condition requiring immediate attention. 

The visual comparison helps in quickly identifying which parameter deviates most from the normal range. In 

this case, SpO₂ shows a significant drop, suggesting respiratory distress, while elevated heart rate indicates 

cardiovascular stress. The increased temperature further supports the possibility of infection or illness. 

The bar chart simplifies complex data into an easily understandable format, making it useful for doctors and 

caregivers. It enhances decision-making by providing a clear overview of patient status at a glance. This 

type of visualization is especially helpful in emergency situations where quick interpretation is required. 

Overall, the bar chart confirms the effectiveness of the system in detecting abnormal conditions and 

presenting data in a user-friendly manner. 

 

The results demonstrate that the proposed system performs efficiently in real-time monitoring, data 

transmission, and alert generation. The integration of multiple sensors provides comprehensive health 

assessment, while graphical analysis helps in understanding trends and abnormalities. The system is reliable, 

responsive, and suitable for remote healthcare applications. 

 

IV. Advantages and Applications 

4.1. Advantages  

• Provides real-time monitoring of vital parameters for quick medical response. 

• Enables remote access for doctors through IoT and cloud platforms. 

• Reduces hospital visits and supports home-based healthcare. 

• Offers dual alert system with local buzzer and cloud notifications. 

• Cost-effective and portable for rural and remote areas. 

• Improves healthcare efficiency by reducing manual supervision. 

 

4.2. Applications  

• Remote patient monitoring in rural and underserved areas. 

• Home healthcare support for elderly and chronically ill patients. 

• Continuous monitoring of cardiac and respiratory patients. 

• Post-operative patient observation for early complication detection. 

• Integration with telemedicine platforms for virtual consultations. 

• Real-time health tracking in ambulances during emergency transport. 

• Monitoring patients in quarantine or isolation wards. 

• Use in small clinics and community health centers. 

• Health supervision in old-age homes and rehabilitation centers. 

• Fitness and preventive healthcare monitoring for early disease detection and lifestyle management. 

 



Vidyabharati International Interdisciplinary Research Journal                                                             ISSN 2319-4979 

 

 

6
th

 International Conference on Recent Trends in Science, Engineering & Technology [17& 18March 2026]            302 

V. Conclusions 

The proposed IoT-based Smart Health Consultation system provides an efficient and reliable solution for 

continuous real-time monitoring of vital physiological parameters, including body temperature, ECG 

signals, SpO₂ levels, and heart rate. The integration of multiple biomedical sensors enables comprehensive 

health assessment and improves the early detection of critical conditions such as fever, arrhythmia, 

tachycardia, and hypoxemia. The system successfully combines local monitoring through an LCD display 

and buzzer alerts with remote monitoring via cloud connectivity, ensuring immediate response and 

continuous doctor–patient interaction. 

The experimental results and graphical analysis confirm the system’s accuracy, stability, and 

responsiveness under varying conditions. The ability to transmit data in real time supports telemedicine and 

reduces the need for frequent hospital visits, particularly in rural and remote areas. Additionally, the system 

is designed to be cost-effective, portable, and scalable, making it suitable for widespread adoption. 

Overall, this project demonstrates how IoT and smart sensing technologies can enhance healthcare 

delivery, making it more accessible, efficient, and patient-centered while improving safety and medical 

outcomes. 
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