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Abstract

Many individuals worldwide are being attacked by online scams and phishing attempts. The increasing
amount of phishing means there are more ways that criminals can target consumers’ financial
information and harvest sensitive personal data, like usernames and passwords. Phishing is typically
accomplished when the attacker(s) use fraudulent web pages or emails that appear to be from a
legitimate source. Traditional detection methods utilized by law enforcement agencies and governmental
organizations rely on static lists (blacklists) and signature-based detection approaches that, generally
speaking, will not identify newly developed phishing techniques that may exist. This study focuses on the
creation of a lightweight, heuristic-based System (i.e., Scam and Phishing Detection System) that will
analyze a URL and classify it into three categories — Legitimate, Phishing, or Scam — based on
information that can be assessed about the URL (e.g. Domain Characteristics, Keyword Patterns, URL
Length, Suspicious Indicators, etc.). An experimental assessment of the proposed methodology utilized a
sample size of 50 links and determined that the system provided a 92% accuracy rate for detecting
potential phishing scams and has the potential to be an effective means of reducing the cyber threat
landscape. The modular design of the system will allow for future development into a major project.
Future development of the project will include features, such as, but not limited to, integration of
machine learning algorithms, Real-Time Monitoring & Alerts, Browser Pluggins, Mobile Applications,
and development of a comprehensive Cyber security Solution. Ultimately, the contribution of this
research will continue to create a safer online environment and increase awareness about the impending
risk posed to individuals and the growing number of phishing scams being perpetrated against
consumers.

Index Terms : Phishing Detection, Scam Detection, URL Analysis, Email Security, Cyber
security, Heuristic Classification, Web Safety, Digital Fraud Prevention, Threat Detection

I.  INTRODUCTION
With the continued rapid growth of the Internet, users have enjoyed the accessibility and advantages
provided by the Internet in terms of communication, e-commerce, and the sharing of information.
Unfortunately, this exponential growth has also created many opportunities for Cybercriminals to take
advantage of unsuspecting users through methods such as Phishing or Scamming. Phishing refers to any
form of deception designed to obtain sensitive information from an individual by posing as a
legitimate/safe organization such as a Bank, E-commerce site or Government Portal etc.
Phishing attacks have developed new levels of sophistication through the use of specialized methods for
executing phishing schemes. Examples of these methods include domain spoofing, URL obfuscation, and
social engineering to influence the behavior of users so that users access bogus websites. As reported by
the Anti-Phishing Working Group (APWG), the Global Anti-Phishing Working Group has reported
that there were 1.2 million instances of phishing attacks worldwide in 2023, with the total financial loss
due to phishing attacks estimated at billions of dollars. Phishing attacks compromise user privacy, and
threaten an organization's security, particularly in the healthcare and financial sectors.
Phish Tank, Google Safe Browsing, and others are resources that utilize a public database for blacklisting
known bad URLs but do not proactively identify new phishing URLs through any automated process. In
contrast, machine-learning based solutions have been proposed but typically need access to very large
databases and significant computing power, thus making them uneconomical for most users. The Scam
and Phishing Detection System has been designed to provide an answer to these issues. The solution is a
fast, lightweight, easy-to-use tool that will help users identify potentially dangerous links before they click
on them. The system assesses URL characteristics, containing keywords, and heuristics in order to give
instant feedback to the end user, which will increase awareness about Cyber Security and will ultimately
lead to a higher level of protection for their private data and information.
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Il.  LITRRATURE REVIEW AND MOTIVATION
Phishing and online scam detection has been an active area of research in cyber security due to the rapid
growth of digital communication and online transactions. Researchers and industry experts have proposed
various techniques to identify and mitigate phishing attacks, ranging from traditional blacklist-based
methods to advanced machine learning and artificial intelligence approaches. This section reviews existing
research work, tools, and methodologies related to phishing and scam detection, highlighting their
strengths and limitations.

Several approaches have been explored for phishing detection:

o Blacklist-based Detection: Systems maintain a database of known phishing URLs. While effective for
previously identified threats, they are ineffective against new or evolving phishing sites. One of the
earliest and most widely used methods for phishing detection is blacklist-based detection. In this approach,
known phishing URLs are stored in a centralized database, and incoming URLSs are checked against this
list. Popular platforms such as Google Safe Browsing and Phish Tank rely heavily on blacklist
mechanisms. These systems are effective in blocking previously identified phishing websites and are easy
to implement with low computational cost. However, several studies have pointed out critical limitations
of blacklist-based systems. Since phishing websites are often short-lived and change frequently, newly
created phishing URLs may remain undetected until they are reported and added to the blacklist. This
delay creates a vulnerability window during which users can still be deceived. Researchers have concluded
that blacklist-based approaches are reactive rather than proactive, making them insufficient as a
standalone solution.

e Heuristic/Rule-based Detection: Identifies suspicious patterns such as misspelled domains, unusual
URL lengths, or abnormal characters. Effective for new threats but requires careful tuning of rules.
Heuristic-based phishing detection techniques analyze URLs and website characteristics to identify
suspicious patterns. These techniques focus on features such as unusual URL length, presence of IP
addresses instead of domain names, misspelled brand names, excessive use of special characters, and
suspicious keywords like “verify,” “secure,” or “update.” Several research papers have shown that
heuristic-based systems can successfully detect previously unseen phishing attacks without relying on
historical data. Rule-based systems are particularly useful because they are lightweight, fast, and suitable
for real-time detection. However, their effectiveness depends heavily on the quality of the defined rules.
Poorly designed rules may lead to higher false positives or false negatives. Despite this limitation,
heuristic approaches are widely used in academic projects due to their simplicity, interpretability, and
adaptability. The proposed system in this research adopts a heuristic-based approach as a core detection
mechanism, ensuring efficiency while maintaining acceptable accuracy.

e Machine Learning-based Detection: Uses classification algorithms such as Random Forest, SVM,
and Neural Networks to predict phishing URLs based on extracted features. While highly accurate, these
approaches require large datasets and computational resources. In recent years, machine learning (ML)
techniques have gained significant attention for phishing detection. Researchers have applied algorithms
such as Support Vector Machines (SVM), Random Forest, Decision Trees, and Neural Networks to
classify URLSs as phishing or legitimate. These models use extracted features from URLS, website content,
and domain metadata to learn complex patterns associated with phishing behaviour. Multiple studies
report high detection accuracy using ML-based models, often exceeding 95% under controlled conditions.
However, these systems require large labelled datasets, high computational resources, and regular
retraining to remain effective against evolving phishing techniques. Additionally, ML models often
function as “black boxes,” making it difficult for users to understand why a particular URL was classified
as malicious. These limitations reduce their practicality for lightweight or small-scale applications, such as
mini-project implementations.

Although advanced detection systems have become increasingly available, there remain several areas in
which accessibility, real-time capability, and adaptability to new attacks are lacking yet still need
improvement. Many of these types of solutions require more processing power, and they may also not be
the type of products that would be used by an average end- user on a day-to-day basis, thus creating a gap
between end-users and detection systems. To that end, the purpose of this project will be to develop a
lightweight, user-friendly system that can use a minimal amount of processing power while rapidly and
accurately identifying potentially harmful phishing and scam links. This project serves as a foundation
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upon which additional functionality will be developed, such as the eventual addition of Al-based
prediction capabilities, real-time monitoring of link activity, integration with the various browsers and
mobile applications, and support in multiple languages

I1l. PROPOSED SYSTEM ARCHITECTURE AND DESIGN
The proposed Scam and Phishing Detection system is designed with a modular, scalable, and user- centric
architecture to ensure accurate detection of malicious links while maintaining simplicity and efficiency. The
system focuses on analyzing URLSs provided by users and classifying them as Legitimate, Phishing, or Scam
based on multiple heuristic indicators. The architecture is structured to allow easy integration of advanced
components such as machine learning models, real-time monitoring, and mobile or browser-based
extensions in future phases.
1. Overall System Architecture :

The system architecture follows a layered design approach, where each layer performs a specific function in
the detection process. This separation of concerns improves maintainability, scalability, and system
performance. The major layers of the system include:

User Interaction Layer

URL Processing and Feature Extraction Layer
Detection and Classification Layer

Result Presentation Layer

Each layer operates independently while interacting seamlessly with the others to deliver accurate and
timely results.

2. User Interaction Layer :

The User Interaction Layer serves as the entry point of the system. It provides a simple and intuitive
interface where users can input URLs copied from emails, SMS messages, social media platforms, or
websites. The design emphasizes usability so that even non-technical users can easily use the system
without requiring cyber security expertise.
Key responsibilities of this layer include:

e Accepting URL input from the user

¢ Validating the format of the URL

¢ Sending the URL to the processing module

In future extensions, this layer can be expanded into a browser plugging, mobile application, or email client
integration, enabling automatic scanning of links without manual input.

3. URL Processing and Feature Extraction Layer :

Once the URL is received, it is forwarded to the URL Processing and Feature Extraction Layer. This layer
performs normalization and decomposition of the URL into meaningful components such as protocol,
domain name, path, and query parameters.

Key features extracted include:

e Domain characteristics: length, spelling anomalies, use of uncommon top-level domains
Protocol information: presence or absence of HTTPS
URL structure: excessive length, use of special characters or encoded strings

o Suspicious keywords: words like “login,” “verify,” “update,” “secure,” and “account”

e Use of IP address: instead of a domain name
This layer plays a crucial role in identifying hidden patterns commonly used in phishing and scam URLS.

4. Detection and Classification Layer :
The Detection and Classification Layer is the core of the system. It applies predefined heuristic rules to the
extracted features to determine the likelihood of a URL being malicious. Each suspicious feature
contributes to a cumulative risk score.
The classification logic works as follows:
e URLs with minimal or no suspicious features are classified as Legitimate
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e URLSs with moderate risk indicators are classified as Phishing
e URLs with multiple high-risk indicators are classified as Scam

A confidence score is generated based on the number and severity of detected anomalies. This
transparent scoring mechanism allows users to understand why a particular URL was classified as
unsafe, increasing trust in the system.This design choice ensures fast decision-making without requiring
large datasets or high computational power.

5. Result Presentation Layer:
The Result Presentation Layer displays the final output to the user in a clear
and informative manner. The system shows:
o Classification result (Legitimate / Phishing / Scam)
e Confidence percentage
e Brief explanation of detected risk factors

This layer enhances user awareness and supports informed decision-making. Instead of merely
blocking links, the system educates users about potential risks.

6. System Workflow:
The overall system workflow can be summarized as: User
Inputs URL

!
URL Validation & Normalization
l

Feature Extraction

!
Heuristic Risk Scoring

!
URL Classification
Result Display with Confidence Score
This step-by-step workflow ensures transparency and efficient processing.

7. Design Considerations:
Several design considerations guided the development of the proposed
architecture:
e Modularity: Each component can be independently updated or enhanced.
Scalability: Supports future integration of Al models and real-time detection.
Lightweight Execution: Suitable for low-resource systems.
User-Centric Design: Focus on clarity, simplicity, and usability.
Security: Ensures no malicious content is executed during analysis.

8. Relevance to Major Project Expansion:
The proposed architecture is intentionally designed to serve as a foundation for a major project. Future
extensions may include:

e Integration of machine learning classifiers alongside heuristic rules

Real-time email and browser traffic analysis
Cloud-based URL reputation services
Multi-language phishing detection
Centralized reporting and analytics dashboard

By maintaining a flexible and extensible design, the system can evolve from a mini-project into a robust
cyber security platform.
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IV. METHODOLOGY AND SYSTEM DEVELOPMENT

The methodology adopted for the Scam and Phishing Detection system follows a systematic and
structured approach to ensure accuracy, reliability, and scalability. The development process is divided
into multiple phases, starting from data collection and preprocessing to feature extraction, classification,
and result presentation. This phased methodology allows effective identification of phishing and scam
URLSs while maintaining simplicity and efficiency.

a.

Data Collection:

The first step in the methodology involves collecting a diverse set of URLsS representing
legitimate, phishing, and scam websites. URLs were obtained from multiple sources such as email
messages, SMS links, online repositories, and publicly available phishing datasets. Legitimate
URLSs were collected from well-known and trusted websites to ensure proper comparison.

The dataset was carefully curated to include:

Banking and financial service URLs

E-commerce websites

Social media and email service links

Shortened and obfuscated URLs commonly used in scams

This diversity ensured that the system was tested against real-world phishing patterns.

Data Preprocessing:

Before analysis, raw URLs undergo preprocessing to remove noise and ensure uniformity.
Preprocessing is essential for improving detection accuracy and reducing false classifications. Key
preprocessing steps include:

Removal of unnecessary prefixes and trailing characters
Conversion of URLSs into a standardized format

Parsing URLs into protocol, domain, path, and query parameters
Handling encoded or shortened URLs

This stage prepares the data for effective feature extraction.

Feature Extraction:

Feature extraction is a critical component of the detection process. In this phase, relevant
characteristics are identified that distinguish phishing and scam URLs from legitimate ones.
The extracted features include:

Domain-based features: domain length, spelling variations, and uncommon top-level
domains

Protocol features: presence or absence of HTTPS

URL structure features: excessive URL length, special characters, and unusual patterns
Keyword features: presence of phishing-related keywords such as “login,” “verify,”
“secure,” and “update”

IP address usage: URLSs using numeric IP addresses instead of domain names

These features serve as indicators of suspicious behavior commonly observed in phishing attacks.

d. Heuristic Rule Definition:
Based on the extracted features, heuristic rules were defined to classify URLs. Each rule represents a
known phishing or scam indicator and contributes to a cumulative risk score.
Examples of heuristic rules include:

URLSs containing suspicious keywords increase risk score
URLSs without HTTPS receive additional risk weight
URLs with excessive length or encoded strings are flagged
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URLs using IP addresses are considered highly suspicious

The combination of multiple rules enables robust detection without relying on historical databases or
machine learning models.

e.

Risk Scoring Mechanism:
A scoring mechanism was implemented to quantify the risk level of each URL. Each suspicious
feature contributes a predefined score, and the total score determines the final classification.
Classification thresholds:

Low risk score: Legitimate

Medium risk score: Phishing

High risk score: Scam

This approach provides transparency, allowing users to understand the reasoning behind each
classification.

System Development:
The system was developed using a modular programming approach to enhance
maintainability and scalability.
Backend: Implemented using Python for URL analysis and rule execution Libraries
Used:
requestsfor handling HTTP requests
refor pattern matching and keyword detection
BeautifulSoupfor parsing webpage content
Frontend: Simple HTML-based user interface for URL input and result display

The system ensures that URLS are analyzed safely without executing malicious scripts.

Result Generation and Output:

After classification, the system generates a detailed output including:
URL classification label
Confidence percentage
Explanation of detected suspicious features

This user-centric output helps users make informed decisions and increases awareness about
phishing threats.

Testing and Validation:

The system was tested using a set of legitimate and malicious URLS to evaluate performance. Key
evaluation metrics included accuracy, false positives, and false negatives. Testing was conducted
under controlled conditions to ensure consistency and reliability.

Integration and Future Scalability:
The modular design of the methodology supports future enhancements such as:
Integration with machine learning classifiers
Real-time email and browser link scanning
Cloud-based URL reputation services
Mobile and browser-based deployment

V. EXPERIMENTAL EVALUATION AND RESULTS

The experimental evaluation was conducted to assess the effectiveness, accuracy, and reliability of the
proposed Scam and Phishing Detection system. The primary objective of the evaluation was to verify how
accurately the system classifies URLs as Legitimate, Phishing, or Scam under real-world conditions.
Multiple experiments were performed using a diverse dataset to ensure comprehensive testing.The system
was evaluated on a dataset of 50 URLSs categorized as Legitimate, Phishing, or Scam. Evaluation metrics
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included accuracy, false positives, and false negatives.

i.  Experimental Setup:
The experiments were carried out in a controlled environment using a personal computer running
a Windows operating system. The system was implemented using Python as the backend
processing language and a web-based interface for user interaction. The evaluation dataset
consisted of URLs collected from emails, SMS messages, and publicly available phishing
repositories.
The dataset was categorized into three classes:

o Legitimate URLs from trusted websites
e Phishing URLs designed to imitate legitimate services
e Scam URLs containing misleading or malicious intent

A total of 50 URLs were used for experimental evaluation to simulate real-world usage
scenarios.

ii.  Evaluation Metrics:
To objectively measure system performance, the following evaluation metrics were used:

Accuracy: Percentage of correctly classified URLs

False Positives: Legitimate URLSs incorrectly classified as phishing or scam

False Negatives: Phishing or scam URLSs incorrectly classified as legitimate
Detection Confidence: Reliability score generated by the heuristic mechanism These
metrics provide a balanced view of system effectiveness and potential risks.

iii.  Test Cases and Classification Results:
Each URL in the dataset was processed individually through the system. The classification
outcome and confidence score were recorded for analysis.

Table 1: Sample Experimental Classification Results

URL Type [Example URL Classification| Confidence (%)
Legitimate |www.gmail.com Legitimate 98
Phishing  |www.paypal-login-verify.com Phishing 91
Scam tinyurl.com/claim-reward-now Scam 87
Phishing  |www.bank-alert-secure-update.com Phishing 89
Legitimate |www.amazon.in Legitimate 97
The system demonstrated consistent classification performance across different URL types, indicating
reliable detection behavior.

iv.  Overall Performance Results:
The overall system performance was analyzed using aggregated results from all test cases. Table
2: Overall Detection Performance Metrics

Metric Value
Total URLs Tested 50
Correct Classifications 46
False Positives 2
False Negatives 2
Overall Accuracy 92%

v.  Result Analysis and Discussion:
The experimental results indicate that the proposed system achieved an overall accuracy of 92%,
demonstrating its effectiveness in detecting phishing and scam URLs. The low number of false positives
suggests that the system is unlikely to incorrectly block legitimate websites, which is crucial for user trust.
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False negatives occurred mainly in cases where phishing URLs closely mimicked legitimate domains using
advanced obfuscation techniques. These cases highlight the limitations of heuristic-based detection and
emphasize the need for adaptive learning mechanisms in future versions.
The confidence scoring mechanism provided meaningful insights into classification decisions. URLs
classified as scams generally exhibited multiple high-risk indicators, resulting in higher confidence scores,
whereas borderline phishing URLs showed moderate confidence values.
vi.  Comparative Performance Observation:
When compared to traditional blacklist-based systems, the proposed system demonstrated
superior performance in identifying newly generated phishing URLs that were not present in
known databases. Unlike machine learning-based systems, it required no training data, making it
suitable for low-resource environments while maintaining competitive accuracy.

vii.  Reliability and Consistency Testing:
To test consistency, selected URLs were evaluated multiple times under the same conditions.
The system produced identical classification results, confirming stable and deterministic
behavior. This reliability is essential for practical deployment and future integration into larger
security frameworks.

viii.  Impact on User Security:
The evaluation results confirm that the system effectively reduces the risk of users interacting
with malicious links. By providing early warnings and confidence scores, the system empowers
users to make safer decisions and increases awareness of phishing threats.

VI. COMPARATIVE ANALYSISWITH EXISTING SOLUTION
The effectiveness of the proposed Scam and Phishing Detection system was compared with commonly
used existing phishing detection solutions to understand its relative strengths and limitations. Existing
solutions primarily include blacklist-based tools, browser-based security extensions, and machine
learning-based phishing detection systems. Traditional blacklist-based systems, such as Google Safe
Browsing, rely on databases of previously reported phishing URLs. While these systems are fast and
effective against known threats, they often fail to detect newly created phishing or scam links. In
contrast, the proposed system uses heuristic-based URL analysis, allowing it to identify suspicious links
even if they are not present in any blacklist.
Browser extensions provide real-time protection but generally depend on predefined rules or online
databases. These tools may consume additional system resources and require continuous internet
connectivity. The proposed system is lightweight and can operate with minimal resources, making it
suitable for low-end systems and educational environments.Machine learning-based systems offer high
detection accuracy but require large training datasets, regular model updates, and higher computational
power. Such systems are complex to implement and maintain. The proposed system avoids these
challenges by using a rule-based heuristic approach, which ensures fast decision- making and
transparency in classification.
Overall, the proposed system offers a balanced solution by combining simplicity, efficiency, and
acceptable accuracy. Although it may not outperform advanced machine learning systems in highly
complex scenarios, it provides a practical and scalable foundation that can be enhanced in future
Versions.

Aspect Existing Solutions Proposed System
Detection of New URLs Limited Good

Resource Requirement Medium to High Low

Ease of Implementation Complex (ML-based) Simple
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Aspect Existing Solutions Proposed System
Transparency of Results Low High
Suitability for Mini Project Moderate High

VII.  TECHNICAL IMPLEMENTATION DETAILS
The proposed Scam and Phishing Detection system was implemented using a combination of backend
processing and a simple user interface to ensure efficiency and ease of use. The backend of the system was
developed using Python, chosen for its strong support for string processing, URL handling, and availability
of cyber security-related libraries.
The system accepts URLs through a web-based input form developed using HTML and basic CSS for
layout. Once a URL is submitted, it is passed to the backend module for analysis. The backend performs
URL parsing, normalization, and feature extraction without executing any potentially harmful content,
ensuring safe analysis.
Several Python libraries were used during implementation. The re library was used for pattern matching and
detection of suspicious keywords commonly found in phishing links. The requests library was utilized to
handle HTTP requests and check the accessibility and response behavior of URLSs. In some cases, Beautiful
Soupwas used to parse basic HTML elements for identifying misleading page structures. The heuristic rules
were implemented as conditional checks, where each suspicious feature contributes to a cumulative risk
score. Based on predefined threshold values, the system classifies the URL as Legitimate, Phishing, or
Scam. A confidence score is also generated to indicate the reliability of the classification.
The system was tested in a local development environment and demonstrated stable performance with
minimal resource usage. Due to its modular structure, the implementation can be easily extended to support
machine learning models, browser extensions, or mobile applications in future versions.
To ensure accuracy and consistency, the system was developed using a modular coding approach where
each functionality, such as URL validation, feature extraction, heuristic evaluation, and result generation,
was implemented as a separate module. This modular design improves code readability and simplifies
debugging and maintenance. It also allows individual components to be upgraded or replaced without
affecting the overall system, which is especially useful when extending the project into a major
implementation. Security and performance considerations were also taken into account during development.
The system avoids executing embedded scripts or loading dynamic web content, reducing the risk of
exposure to malicious code. Additionally, input validation mechanisms were implemented to handle
malformed or suspicious URLSs safely. The lightweight nature of the implementation ensures fast response
times and makes the system suitable for deployment on systems with limited computational resources, such
as personal laptops or educational lab environments.

VIII. LIMITATION AND CONSIDERATION

Although the proposed Scam and Phishing Detection system demonstrates effective performance in
identifying malicious URLS, certain limitations are inherent due to its design and scope. One of the primary
limitations of the system is its reliance on heuristic and rule-based detection techniques. While heuristic
rules are efficient and lightweight, they may not always capture highly sophisticated phishing attacks that
use advanced obfuscation techniques, domain generation algorithms, or dynamic redirection
mechanisms. Such attacks are designed to closely resemble legitimate websites and can bypass static rule
sets, resulting in occasional false negatives. Another significant limitation is the system’s limited ability to
analyze dynamic web content. Many modern phishing websites use JavaScript, iframe injection, and
dynamically loaded resources to hide malicious intent from static analysis tools. Since the proposed system
avoids executing scripts for security reasons, it does not perform behavioral or runtime analysis of web
pages. While this design choice improves safety and reduces resource consumption, it also restricts deeper
inspection of complex phishing techniques.

The current system also operates in a manual input mode, requiring users to copy and paste URLSs into the
detection interface. This dependency on user interaction reduces automation and may limit real-time
protection. The system does not continuously monitor incoming emails, SMS messages, or browser traffic,
which could allow malicious links to go undetected if users fail to analyze them proactively. Real-time
scanning would significantly improve usability but would require additional system resources and
integration with external platforms. Dataset limitations also influence system performance. The heuristic
rules were designed and tested using a limited dataset of URLs. Although the dataset was diverse, it may
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not fully represent the constantly evolving landscape of phishing attacks. Cybercriminals continuously adapt
their techniques, and static rule sets may become outdated over time. Regular updates and maintenance are
necessary to ensure sustained detection accuracy. From a scalability perspective, the current implementation
is suitable for small- scale and educational environments but may face challenges in handling high volumes
of URL requests simultaneously. Large-scale deployment would require performance optimization,
concurrency handling, and possibly cloud-based infrastructure to maintain responsiveness and reliability.
Security considerations were prioritized during system development. The system avoids loading or
executing suspicious content to prevent self-infection or exploitation. While this approach enhances safety,
it also limits the ability to perform deep inspection of webpage behavior. Additionally, the system currently
does not include a centralized logging or alert mechanism, which could be useful for analyzing attack trends
and improving detection strategies

IX. FUTURE ENHANCEMENT AND EXTENSION

The proposed Scam and Phishing Detection system provides a strong foundation for identifying malicious
URLs; however, several enhancements can be implemented to improve its accuracy, automation, and
scalability in future versions. One of the most significant enhancements would be the integration of machine
learning algorithms. By training models on large and diverse datasets, the system could automatically learn
evolving phishing patterns and adapt to new attack strategies, thereby reducing dependence on static
heuristic rules. Another important extension involves real- time monitoring and automated scanning. Instead
of relying solely on manual URL input, the system can be integrated with email clients, messaging
platforms, or web browsers to continuously monitor incoming links. This enhancement would provide
proactive protection by alerting users immediately when a suspicious link is detected, significantly
improving usability and security.

The system can also be extended into a browser extension or mobile application, enabling seamless and on-
the-go phishing detection. A mobile version would be especially useful given the increasing number of
phishing attacks delivered through SMS and social media applications. Additionally, incorporating multi-
language support would help detect phishing attempts targeted at non-English- speaking users, expanding
the system’s global applicability. From a scalability perspective, future versions may include cloud-based
architecture and centralized logging mechanisms. This would allow large-scale analysis, trend detection, and
reporting of phishing activities. Such enhancements would not only improve detection accuracy but also
support advanced analytics, making the system suitable for enterprise-level deployment and research
applications.

X.  CONCLUSION

In this research, a Scam and Phishing Detection system was designed and implemented to address the
growing threat of online fraud and malicious links. The proposed system focuses on analyzing URLS using
heuristic and rule-based techniques to classify them as legitimate, phishing, or scam. By examining domain
characteristics, URL structure, protocol information, and suspicious keywords, the system provides reliable
detection while remaining lightweight and user-friendly. Experimental evaluation demonstrated that the
system achieved satisfactory accuracy with a low rate of false positives and false negatives, making it
suitable for practical use in everyday scenarios. Unlike traditional blacklist-based solutions, the proposed
approach is capable of identifying previously unseen phishing URLSs, thereby offering proactive protection.
The transparent confidence scoring mechanism further enhances user trust by clearly explaining
classification decisions.

Although the system has certain limitations, such as manual input dependency and limited analysis of
dynamic content, it successfully fulfills the objectives of a mini-project by delivering an effective and
efficient phishing detection solution. More importantly, its modular and scalable design provides a solid
foundation for future enhancements. With the integration of machine learning, real-time monitoring, and
platform-independent deployment, the system can be extended into a comprehensive cyber security tool
suitable for a major project. Overall, this research contributes to improving user awareness and digital safety
by providing a practical solution to detect phishing and scam threats. The proposed system highlights the
importance of combining simplicity, accuracy, and scalability in cyber security applications and serves as a
valuable step toward developing advanced phishing detection mechanisms.
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