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Abstract

Traditional methods for marking attendance in schools take a lot of time, often lead to mistakes, and
allow for proxy attendance. While several digital attendance options are available, many do not have
strong authentication features, user role separation, or checks based on location. This paper presents the
design and implementation of an improved QR Code Based Smart Attendance System. It builds on a basic
QR attendance system by adding role-based access control, student self-registration, credential-based
attendance validation, user dashboards, and location-restricted QR scanning. The new system allows
teachers to manage attendance through an admin panel while students can securely register, log in, and
mark attendance with their own credentials. Attendance is automatically recorded and saved in a central
database, which ensures accuracy, transparency, and the ability to grow. The addition of user interface
improvements and security features greatly reduces proxy attendance and makes the system easier to use,
making it suitable for real- world academic settings.

Index Terms: QR Code, Smart Attendance System, Role-Based Access Control, Location
Constraint, Web Application, Student Dashboard, Teacher Admin Panel, Academic Automation

INTRODUCTION

Attendance management is a fundamental administrative activity in educational institutions. Traditional
manual attendance methods, such as roll calls and paper registers, consume valuable classroom time and are
vulnerable to errors and proxy attendance. With the increasing adoption of digital technologies, automated
attendance systems have emerged as efficient alternatives.

QR code—based attendance systems offer a low-cost and easily deployable solution, as QR codes can be
scanned using standard smartphone cameras. However, basic QR-based systems often lack authentication
controls, user segregation, and mechanisms to ensure that attendance is marked only by students physically
present in the classroom.

To overcome these limitations, this paper proposes an Offline Smart Study Planner and Task Scheduler
designed to support students in organizing study activities efficiently. The system provides task management,
focused study sessions using the Pomodoro technique, and productivity analytics while operating entirely
offline. By eliminating dependency on internet connectivity, the system ensures accessibility, simplicity, and
data privacy. This work addresses a critical gap in the current landscape of academic productivity tools by
delivering a solution that functions seamlessly without backend infrastructure while maintaining
sophisticated features for task prioritization and analytics-driven insights.

LITERATURE REVIEW AND MOTIVATION
Attendance Management Systems

Several attendance management approaches have been proposed in recent years, including manual
methods, RFID-based systems, biometric authentication, and face recognition systems. Manual systems are
inefficient and prone to manipulation, while biometric systems often require specialized hardware and suffer
from scalability issues in large classrooms.

. QR Code-Based Attendance Systems

QR code—based attendance systems have gained popularity due to their simplicity and low implementation
cost. Research indicates that QR-based systems significantly reduce attendance marking time compared to
manual approaches. However, static or poorly secured QR implementations are vulnerable to misuse and
proxy attendance through unauthorized sharing.

Motivation

The primary motivation of this work is to overcome the limitations of basic QR attendance systems by
introducing authentication, role separation, and contextual validation mechanisms. By integrating credential-
based access and location constraints, the proposed system enhances reliability while maintaining the
simplicity and affordability of QR-based solutions.
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Research Gap

Existing QR-based attendance systems generally focus on QR generation and scanning but lack
comprehensive security and usability features. Systems that integrate QR-based attendance with role-
based access control, student self-registration, customized dashboards, and location-based validation have
received little attention. By offering an extended system architecture that integrates these features without the
need for specialized hardware, this paper seeks to close this gap.

PROPOSED SYSTEM ARCHITECTURE AND DESIGN
System Overview

The proposed system is a web-based attendance management application designed for academic
institutions. It supports two primary user roles: teachers (administrators) and students. Teachers manage
attendance sessions, while students securely mark attendance using personalized credentials and QR
scanning.

System Modules

1) Teacher/Admin Module Provides functionalities such as teacher registration, login, QR code
generation for sessions, attendance monitoring, and report generation. Teachers can create secure
registration links for students and manage subject-wise attendance.

2) Student Dashboard Module: Allows students to view their profile information, subjects, and
attendance history. Students can log in and scan QR codes to mark attendance.

3) QR Code Generation and Validation Module: Generates unigue, time-bound QR codes for each
lecture session. QR codes are validated based on session time, user credentials, and location constraints.

4) Location Constraint Module: Implements distance-based or geofencing validation to ensure that
only students physically present within the classroom area can scan and submit attendance.

5) Database Management Module: Stores student data, attendance records, session details, and

subject information in a centralized database.

System Architecture Layers

The system follows a layered architecture:

User Interface Layer: Responsive Ul developed using HTMLS5, CSS3, Bootstrap Application Logic
Layer: Handles authentication, QR validation, and attendance logic Storage Layer: Stores persistent data,
including users, attendance logs, and subjects This separation improves maintainability, scalability, and
security.

Technical Stack and Implementation Details

The system is implemented using the following technologies:

Frontend: HTML5, CSS3, Bootstrap

Backend: Python with Flask framework

Database: MySQL

QR Code Libraries: grcode, pyzbar

Development Tools: VS Code

Ul enhancements focus on improving usability, responsiveness, and accessibility for both teachers and
students.

METHODOLOGY AND SYSTEM DEVELOPMENT
Development Methodology

The enhanced QR Code Based Smart Attendance System was developed using an iterative and
incremental development methodology, focusing on modular expansion over an existing base
implementation. The development process emphasized flexibility, maintainability, and progressive feature
integration. Initial development phases concentrated on stabilizing the core QR-based attendance
mechanism, followed by systematic incorporation of advanced features such as role-based authentication,
user dashboards, and location-based attendance validation.

Each development iteration involved requirement analysis, module design, implementation, and
functional testing. Feedback from preliminary testing was used to refine system workflows and improve
usability. This approach ensured continuous improvement while maintaining system reliability throughout
development.
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. Requirements Analysis

Functional requirements

Teacher registration and secure login

Generation of session-specific, time-bound QR codes

Student self-registration through teacher-generated links
Credential-based student authentication

Automatic attendance marking upon valid QR scan
Location-restricted QR validation

Student profile, subject, and attendance visualization

Admin dashboard for attendance monitoring and report generation

Non-functional requirements

High system responsiveness (low latency QR validation)
Secure data storage and access control

Scalability to support large class sizes

Usability across multiple device types

Prevention of proxy attendance

. System Design Process

The system architecture follows a modular, layered design, separating concerns between user interface,
application logic, and data persistence. Each module was independently developed and tested to ensure
functional correctness.

The role-based access control (RBAC) mechanism segregates system functionalities between teachers
and students. Teachers are granted administrative privileges, while students access limited functionalities
based on assigned credentials. This design enhances system security and prevents unauthorized access.

. EXPERIMENTAL EVALUATION AND RESULTS
. Evaluation Methodology

The system was evaluated through functional testing, performance analysis, and usability validation.
Testing was conducted in a simulated academic environment involving multiple student users accessing the
system simultaneously.

Baseline performance measurements were compared with the enhanced system to evaluate improvements
in security, accuracy, and usability.
. Experimental Setup

The system was tested in a controlled academic environment to validate QR generation, student
registration, attendance marking, and data storage.

. Results and Analysis

. Attendance Accuracy: The system achieved near-100% accuracy in attendance recording
under valid scanning conditions. Invalid QR scans (expired session, unauthorized user, or out-of-range
location) were correctly rejected.

. Proxy Attendance Prevention: The integration of authentication and location constraints
significantly reduced proxy attendance. Unauthorized attempts to mark attendance were blocked in all tested
cases.

. System Responsiveness: The average QR scan validation time remained below acceptable
thresholds even during concurrent access by multiple users.

The results demonstrate improved reliability and usability compared to basic QR attendance systems

. Performance Metrics

Compared to basic QR attendance systems, the proposed system demonstrated:
Improved authentication reliability

Strong resistance to proxy attendance

Better user experience through dashboards

Enhanced system scalab
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COMPARATIVE ANALYSIS WITH EXISTING SOLUTIONS

Feature Proposed System Basic QR Systems
Authentication |Role-based Limited

Student Available Not Available
Dashboard

Location Implemented Not Implemented
Constraint

Proxy High Moderate
Prevention

Ul Experience |[Enhanced Basic

TECHNICAL IMPLEMENTATION DETAILS
Authentication and Role Management

User authentication is implemented using credential-based login mechanisms. Upon registration, students
receive unique login credentials stored securely in the database. Session management ensures authenticated
access to dashboards and attendance features.
QR Code Generation and Validation
For each lecture session, the system generates a unique, time-bound QR code. The QR validation algorithm
checks:
Session validity
Timestamp expiration
Student authentication status
Location constraints
Only when all conditions are satisfied is attendance recorded.
Location Constraint Implementation

Distance-based validation is incorporated using device location data. The system calculates the distance

between the student’s location and the predefined classroom coordinates. Attendance submission is
permitted only if the calculated distance falls within an allowed threshold, effectively restricting QR
scanning to the classroom environment.

. Attendance Recording Logic:

Attendance records are automatically stored in the database with:
Student ID

Subject ID

Timestamp

Session identifier

Attendance status

This ensures accurate, tamper-resistant attendance tracking.

LIMITATIONS AND CONSIDERATIONS

The system requires internet connectivity for database access and may face accuracy limitations in
location detection due to device GPS variability. Cross-device synchronization depends on centralized server
availability.
FUTURE ENHANCEMENTS AND EXTENSIONS

Future extensions include mobile application development, integration with college ERP systems,
advanced analytics, and machine- learning-based attendance anomaly detection.

CONCLUSION

This paper presented an enhanced QR Code Based Smart Attendance System that extends traditional QR
attendance mechanisms with role-based access control, student self-registration, personalized dashboards,
and location-restricted QR scanning. The proposed system improves security, reduces proxy attendance, and
enhances user experience without introducing costly hardware dependencies. Its modular and scalable
architecture makes it suitable for real-world academic deployment.
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