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Abstract

The rapid proliferation of Internet of Things (l1oT) devices, coupled with increasingly sophisticated cyber
threats and the looming advent of practical quantum computing, has reshaped the security landscape.
Artificial Intelligence (Al) has emerged as a pivotal capability for detecting, responding to, and anticipating
cyber risks across heterogeneous, resource-constrained, and latency-sensitive environments. This paper
provides a comprehensive synthesis of Al-driven cyber defense for 10T systems under both classical and
post-quantum threat models. We survey the threat surface of modern 10T deployments, detail advances in
machine learning (ML) for intrusion detection and threat hunting, and analyze the security and cryptographic
implications of quantum algorithms. We propose Q-Z3, a unified Zero-Trust, Post-Quantum-Ready, and
Al-augmented security architecture for 10T that integrates federated learning at the edge, explainable graph
analytics, and post-quantum cryptography (PQC) primitives. We further outline evaluation methodologies,
datasets, and rigorous metrics, present case studies, and discuss ethical considerations and open research
challenges. Our analysis indicates that combining edge-resident ML with PQC-hardened identity and
transport—embedded in a zero-trust posture—offers measurable improvements in detection efficacy and
resilience while maintaining deployability across constrained devices.
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Acronyms:
e Al: Artificial Intelligence

ML/DL.: (Deep) Machine Learning

10T: Internet of Things

PQC: Post-Quantum Cryptography

ZTA: Zero-Trust Architecture

FL: Federated Learning

GNN: Graph Neural Network

IDS/IPS: Intrusion Detection/Prevention

System

SBOM: Software Bill of Materials

e PKI: Public Key Infrastructure

e HSM/TPM: Hardware/Trusted Platform
Module

1. Introduction

Cyber security has transitioned from perimeter
based controls to dynamic, data driven defense. loT
adoption in industrial, medical, and smart city
contexts has expanded attack surfaces through
heterogeneous devices, long lifecycles, limited
patch ability, and constrained compute and energy
budgets. Meanwhile, Al enables scalable anomaly
detection, malware classification, and automated
response, but it also introduces new risks such as
model poisoning and adversarial evasion. Quantum
computing, though nascent, threatens classical
public key cryptosystems (e.g., factoring- and
discrete log based schemes) while also offering
opportunities for enhanced optimization and
learning. The intersection of Al, 10T, and quantum

computing is therefore strategic: defenses must be
adaptive, explainable, and quantum resilient, yet
deployable on the edge.

Contributions:

1. A systematized survey of Al methods for
loT cyber defense, including time series
models, graph analytics, and federated
learning.

2. A synthesis of quantum threats and PQC
integration pathways for loT identity, key
exchange, and firmware signing.

3. Q-Z3: a practical reference architecture
aligning Zero Trust principles with Al
driven detection and PQC hardened control
planes.

4. A rigorous evaluation blueprint: threat
models, datasets, metrics, and reproducible
experiment design.

5. Discussion of ethics, safety, deployment
trade-offs, and open problems.

2. Background and Related Work

2.1 10T Architecture and Constraints

IoT systems typically feature sensing/actuation
endpoints, edge gateways, and cloud services.
Protocols include MQTT, CoAP, OPC UA, BLE,
Zigbee, and 5G/6G network slices. Security
challenges arise from weak device identity,
insecure boot/update chains, protocol
heterogeneity, and intermittent connectivity.
Resource  constraints  motivate  lightweight
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cryptography, compact models, and on-device
inference.

2.2 Al for Cyber security

Al has matured across: (i) supervised detection
(e.g., flow based classification), (i)
unsupervised/weakly supervised anomaly detection
for zero day behaviors, (iii) reinforcement learning
(RL) for automated response/active defense, and
(iv) graph centric reasoning for lateral movement
detection. Explain ability (e.g., SHAP, LIME, and
counterfactuals) is increasingly essential for analyst
trust and compliance.

2.3 Quantum
Opportunities
Quantum algorithms such as Shor’s and Grover’s
imply future breaks for RSA/ECC and reduced
security margins for symmetric primitives,
respectively. In response, PQC schemes (e.g.,
lattice based key encapsulation and signatures) are
being standardized. Quantum inspired heuristics
and variational quantum circuits (VQCs) are
explored for optimization and anomaly detection,
though current advantages are domain- and
hardware dependent.

2.4 Related Work Landscape

Research threads include: (1) ML based loT
intrusion detection (statistical, tree based, deep
sequence models), (2) FL based privacy preserving
learning from distributed devices, (3) adversarial
ML and robust training for IDS, (4) PQC migration
roadmaps and hybrid protocols, and (5) zero trust
for OT/IoT networks. This paper integrates these
threads into a cohesive, deployable framework.

Computing:  Risks  and

3. Threat Landscape and Security Objectives

3.1 Adversaries and Capabilities

e Remote attackers exploiting
protocols, or default credentials.

e Proximal attackers abusing local wireless
protocols (BLE, Zigbee).

e Insiders/supply chain actors manipulating
firmware, SBOMs, or model artifacts.

e Future quantum capable adversaries
harvesting cipher text now to decrypt later
("store-now, decrypt-later™).

3.2 Attack Classes in Al-Enabled 10T

1. Network & protocol: scanning, DoS/DDoS,
spoofing, MITM on MQTT/CoAP/OPC UA.

2. Device & firmware: insecure boot, unsigned
updates, backdoors, side channels.

3. Data/MLOps: poisoning  (label/gradient),
backdoor triggers, model theft/inversion,
adversarial examples.

services,

4. ldentity & crypto: weak PKI, key reuse, lack
of revocation; quantum risk to RSA/ECC.

5. Privacy: sensitive sensor streams enabling re
identification or surveillance.

3.3 Security Objectives

o Confidentiality, Integrity, Availability (CIA)
across sensing, transport, control.

o Verifiable device identity and attestation.

e Timely detection and response with
explainable outputs.

e Post-quantum resilience for
devices and harvested data risk.

e Safety and privacy by design.

long-lived

4. The Q-Z3 Architecture: Zero-Trust,

PQC-Ready, Al-Augmented 0T Security

4.1 Architectural Overview

Layers: (a) Device/Edge, (b) Gateway/MEC, (c)

Control Plane & Data Lake, (d) Security Analytics,

(e) Governance & PKI.

Key Principles:

e Zero-Trust: never trust,
continuous and
authentication/authorization;
micro-segmentation and least privilege.

e PQC-Hybrid Crypto: hybrid KEM/TLS
stacks combining classical (e.g., ECDHE) with
PQC (e.g., lattice-based) for defense-in-depth
during migration.

o [Edge-Native Al: lightweight anomaly
detection on device/gateway; cloud-scale
correlation using graphs and transformers.

e Federated & Privacy-Preserving Learning:
FL with secure aggregation; differential privacy
(DP) for client updates; optional homomorphic
inference for sensitive workloads.

e Verifiable Supply Chain: SBOMs,
reproducible builds, signed artifacts (firmware,
models), remote attestation (TPM/TEE).

e Human-in-the-Loop: analyst triage with
explainability and feedback loops.

always verify;
contextual

4.2 Data and Feature Fabric

e Streams: NetFlow/IPFIX, MQTT topics,
CoAP observations, OPC UA logs, system
metrics, firmware attestation events.

e Features: statistical flow attributes, frequency
domain transforms for sensor time-series, graph
topologies (device service edges), sequence
windows, and semantic signatures (topics,
methods, QoS, return codes).
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4.3 Model Zoo

o [Edge: auto encoders/Isolation Forests for
unsupervised  anomaly  detection;  tiny
CNN/RNN/Transformer variants quantized
(int8) via distillation.

e Gateway: temporal CNNs/Transformers for
multivariate time series; sketch based heavy
hitter detection.

e Cloud: GNNs for Ilateral movement and
community anomalies; contrastive learning for
device behavior profiles; RL for response
policy optimization.

4.4 Control Plane Security

o ldentity: device birth certificates (PQC ready),
attested keys in TPMJ/TEE; short lived
credentials.

e Transport: TLS/DTLS with hybrid KEM,;
MQTT broker authorization via ABAC/RBAC
+ continuous risk scoring.

e Update pipeline: signed firmware & model
bundles; staged rollouts; rollback protections;
provenance checks against SBOM.

4.5 Deployment Sketch (Textual Diagram)
[Devices/Sensors] --(Hybrid PQC TLS/DTLS)--> [Edge

e Auto encoders (AEs): reconstruct expected
behavior; high reconstruction error flags
anomalies.

e Density & isolation: lIsolation Forest, LOF for
flow records.

e Sequence/temporal  models:  1D-CNNs,
Temporal Convolutional  Networks, and
Transformers (causal with memory

compression) for protocol/state anomalies.
Losses: reconstruction (L2/MAE), contrastive (Info
NCE) for representation learning, and one class
objectives for compact normality boundaries.

5.2 Graph-Based Analytics

e Graph construction: devices as nodes; edges
from network flows, topic interactions, or
authentication relations.

e GNNs: GCN/GAT/Graph SAGE with temporal
edges; anomaly scores via edge prediction
errors or node embeddings.

o Explainability: sub graph extraction, attention
heat maps; counterfactual edge removal to
localize suspicious paths.

5.3 Adversarially Robust Learning
e Robust training: mixup/cutmix, adversarial
example augmentation at packet/flow level,

Gateway/MEC] A, .
| On-device AEs & IF | | Temporal Models, certified defenses for small perturbations.
Caches | e Poisoning resistance: robust aggregation in FL
+ \ + , + + (Krum, Trimmed Mean, Median),
\----(Secure Ingest)----> [Data Lake/Message byzantm.e_to'e.rant. . protocolg; trigger
Bus] suppression via activation clustering.
|V |V 5.4 Federated Learning and Privacy
[Graph Builder]  [Feature Store] o Topology: cross-device FL with gateways as
| aggregators.
+------> [GNN/Transformers] e Security: secure aggregation (masking),
SOAR|/R Engi differential privacy on updates, membership
[ esponse Engine] inference audits.
[Policy/PKI (PQC-Ready)] e Drift handling: client sampling,
personalization layers, continual learning with
. . . replay buffers.
% Methods: Learning for Detection and 5.5 Automated Response (SOAR + RL)
esponse . e Action set: throttle QoS, rotate Kkeys,
5.1 Anor_na}ly Detectlo_n for loT quarantine device re-attest
e Statistical baselines: EWMA/ARIMA for ’ '
univariate sensor drift; multivariate control
charts.
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