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Abstract 
With the ability to analyze data at the network's edge, nearer the point of data generation, edge computing is 

quickly becoming a game-changing technology. This paradigm greatly lowers latency and resolves 

bandwidth problems that traditional cloud computing models frequently experience by moving computation 

and data storage closer to the site of data creation. However, edge computing creates significant security and 

privacy issues since it uses a large number of dispersed, frequently resource-constrained devices. These 

difficulties are brought on by edge devices' susceptibility to several types of cyberattacks, unsecured 

communication channels, and the possible disclosure of private information. The security and privacy issues 

in edge computing systems are thoroughly examined in this study, with an emphasis on potential threats, 

vulnerabilities, and mitigation strategies. Additionally, it examines the most recent methods and frameworks 

created to guarantee security and preserve data privacy while meeting the ever-changing and real-time 

requirements of edge computing applications. The study highlights the necessity of scalable, integrated 

solutions to protect user data privacy and edge device security. The study also emphasizes how edge 

infrastructures can be secured by integrating encryption, access control, anomaly detection, and cutting-edge 

technologies like blockchain. 
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I. Introduction 

The goal of the edge computing strategy: to remedy 

the drawbacks of cloud technology. In distributed 

computing, the edge network situates between the 

end-user and cloud, bringing them in a much closer 

environment while utilizing cloud services. The 

data produced by smart devices or sensors in edge 

computing remains on the device or close to the 

device rather than being transmitted to the cloud. 

The edge computing is preferred over traditional 

cloud computing as it allows real-time data 

computation without latency. Besides, it allows less 

network traffic, better processing speed, and a rapid 

response. Data security enhances by filtering 

unimportant bits of information beforehand before 

sending to the cloud center from the edge device. 

Any device that connects the sensor with the cloud 

is called an edge. Such systems enable better 

reliability, lower bandwidth costs, and quicker 

reaction times by processing the data at the edge. 

Edge computing represents a paradigm shift in how 

data is processed and stored by emphasizing 

computing close to the source of the data and 

decreasing reliance on remote cloud data centers. 

Notwithstanding their advantages, edge 

computing's dynamic and decentralized structure 

gives rise to diverse new security and privacy 

challenges. This methodology solves the traditional 

drawbacks of cloud computing, especially in time-

sensitive applications like augmented reality, 

autonomous systems, and real-time IoT analytics. 

Compared to centralized systems, this creates a 

broader range of possible attack paths, endpoints, 

and devices with different capacities. Security, data 

integrity in transmission, and privacy protection for 

handling just about any information involving edge 

devices thus becomes of utmost concern. Besides, a 

lot of edge devices operate in environments that 

make conventional security practices impractical, 

which calls for innovative lightweight solutions 

tailored to edge network limitations. 

II. Literature Survey 

Issues with Edge Computing: The decentralized 

nature of edge computing and the wide variety of 

devices it uses are the main causes of security 

issues. According to a number of studies, edge 

devices are more susceptible to cyberattacks 

because of their limited processing power and 

physical accessibility (Hassan et al., 2020). These 

gadgets could be vulnerable to virus attacks, 

physical manipulation, or network-based dangers 

like man-in-the-middle (MITM) or denial-of-

service (DoS) attacks.  

Because edge computing is scattered, centralized 

security measures are challenging to establish. In 
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the edge context, where devices are diverse and 

situated in potentially unsafe settings, traditional 

security solutions made for cloud environments 

frequently don't scale or work well (Khan et al., 

2021). Scholars support the creation of security 

frameworks that integrate strong, decentralized 

security procedures with the adaptability of edge 

computing (Li et al., 2022). 

Privacy Issues with Edge Computing: The fact 

that sensitive data is frequently processed locally 

on edge devices rather than being sent to the cloud 

raises privacy issues with edge computing. This 

local processing raises the danger of exposure even 

if it can lower latency and boost speed. If 

appropriate privacy-preserving measures are not in 

place, sensitive data—especially personally 

identifiable information (PII)—may be subject to 

misuse or illegal access. 

Data reduction is a crucial strategy for protecting 

privacy in edge computing, making sure that only 

the information required is gathered and handled at 

the edge. Differential privacy is one technique that 

has been proposed to preserve individual privacy 

while allowing for practical data analysis (Zhang et 

al., 2021). Furthermore, sensitive material does not 

need to be decrypted during processing since 

homomorphic encryption enables computations on 

encrypted data (Zhang et al., 2021). 

Security and Privacy Frameworks: To handle the 

particular security and privacy issues in edge 

computing, a number of frameworks have been put 

forth. Device security, communication protocols, 

and application-level security are only a few of the 

layers of the edge infrastructure that are integrated 

with security by the EdgeSec framework (Mao et 

al., 2022). This paradigm highlights the necessity of 

a comprehensive strategy for edge computing 

security that includes both software-based and 

hardware-based defenses. 

Decentralized identity management is becoming 

more popular in the privacy space as a means of 

improving edge security and privacy. A secure, 

transparent, and unchangeable ledger of 

transactions and interactions between edge devices 

is being investigated using blockchain technology 

in particular (Cai et al., 2021). In multi-party edge 

networks, blockchain can assist in resolving issues 

like data provenance, accountability, and trust. 

III. Edge Computing 

By processing data closer to its source, edge 

computing aims to improve speed and lower 

latency.According to this framework, data is 

partially processed on the device that creates it or 

via an additional device at the edge of the network. 

[8] 

 

A. Architecture  

Figure 1 shows how edge computing is organized.  

 
Fig. 1. Edge Computing Architecture 

 

The core infrastructure allows mobile edge devices 

to access the central network while also offering 

cloud computation services and management 

capabilities. Edge servers, which provide 

virtualized and multi-tenant-management service, 

are controlled by the infrastructure provider using a 

multi-tenant virtualization framework. Edge 

computing also enables heterogeneous edge data 

centre establishments that cooperate with others 

while remaining integrated with the main cloud 

network. The edge infrastructure connects wireless 

networks, data centre networks, and the internet. 

Edge devices, which include any devices connected 

to the edge network, function as both consumers 

and suppliers of data within the distributed 

architecture across all four layers. Hence, any 

device that constitutes the original generator of any 

kind of data is classified as an edge device. 

B. Attack Types  

1. Jamming Attacks: It takes place when an 

intruder overloads the network with false messages 

to disrupt communication, computation, or storage 

functionality. Hence the network infrastructure is 

inaccessible to legitimate users. 

2. Physical Attacks: This type of attack involves 

an attacker breaching physical security and directly 

accessing edge computing nodes or devices. It may 

give access to sensitive cryptographic material 

extraction and to various changes in the software 

and operating system. 

3. Eavesdropping or Sniffing: In this case, the 

attacker intercepts a communication to capture 

private information such as usernames, passwords, 

and network details. This could also expose 

sensitive data like node configurations, identifiers, 

and shared passwords. 
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4. Non-network Side-channel attacks: The risk 

here is that edge nodes can appear to leak sensitive 

information involuntarily when they are not 

transmitting data. Electromagnetic emissions or 

implementation of machine codes could reveal 

private information about a device or an individual, 

which is alarming in terms of privacy threats. 

5. Attacks via forgery: This occurs when the 

assailant gets the injection of fake data packets into 

a system, causing malfunctions or ceasing all 

normal functioning of a network because it 

received information that was corrupt or otherwise 

spent. 

6. Contrivance: Edge computing device typically 

gathers private information from a user device, 

which may be confidentially shared with other 

users of the network or with other network units 

without such formal admission, thereby putting 

users at risk during data transmission. 

IV. Proposed System 

To effectively address the challenges in edge 

computing, we propose an integrated framework 

that focuses on the following components: 

1. Secure Data Transmission: Ensuring the 

security of data in transit is fundamental. We 

recommend the use of robust encryption 

protocols, such as AES-256, combined with 

secure communication standards like TLS 1.3 

to guarantee confidentiality and integrity during 

data exchange between edge devices and 

centralized cloud servers. 

2. Advanced Authentication and 

Authorization: A multifaceted approach to 

access control is essential to protect edge 

devices from unauthorized access. 

Implementing multi-factor authentication 

(MFA), alongside role-based access control 

(RBAC), ensures that only authorized users and 

devices can access critical edge resources. 

3. Edge Device Security: Given that many edge 

devices are physically accessible, they are more 

prone to attacks. To counteract this, the 

proposal advocates for the use of Trusted 

Execution Environments (TEEs) for secure 

execution of sensitive operations and secure 

boot processes to prevent tampering with 

system software. 

4. Privacy-Preserving Techniques: Given the 

sensitive nature of the data processed at the 

edge, the framework incorporates privacy-

preserving methods such as differential privacy 

and homomorphic encryption. These 

techniques allow for the computation of 

insights without exposing sensitive 

information, thus maintaining compliance with 

privacy regulations like GDPR. 

5. Anomaly Detection and Intrusion 

Prevention: Continuous monitoring of edge 

devices is necessary to detect suspicious 

activities and prevent potential intrusions. A 

machine learning-based anomaly detection 

system can identify abnormal patterns of 

behavior indicative of an attack or system 

compromise. 

6. Blockchain for Data Integrity and 

Accountability: Blockchain technology can 

play a pivotal role in ensuring the integrity and 

immutability of data logs across distributed 

edge systems. Using blockchain provides 

transparency, accountability, and trust, 

particularly in multi-party edge networks where 

each device interacts with others. 

V. Conclusion 

Edge computing, while providing significant 

benefits in terms of performance and efficiency, 

introduces a range of security and privacy 

challenges that must be addressed for its 

widespread adoption. The distributed and dynamic 

nature of edge networks requires novel approaches 

to protect edge devices, ensure secure data 

transmission, and safeguard user privacy. This 

paper has proposed an integrated framework that 

includes secure communication protocols, robust 

access control, anomaly detection systems, and 

privacy-preserving techniques such as differential 

privacy and homomorphic encryption. 

Additionally, we highlight the role of blockchain in 

ensuring data integrity and accountability within 

edge networks. As edge computing continues to 

evolve, addressing these security and privacy 

concerns will be essential to enable the full 

potential of this transformative technology. Future 

research should focus on developing more efficient 

security mechanisms tailored to the unique 

challenges of edge environments, while also 

considering the trade-offs between performance, 

scalability, and security. 
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